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Liberty end-of-life

o Warning
This guide documents OpenStack Liberty release and is frozen since OpenStack
Liberty has reached its official end-of-life and will not get any updates by the
OpenStack project anymore. Check the OpenStack Documentation page for
newer documents.



http://docs.openstack.org/
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OpenStack configuration overview

OpenStack is a collection of open source project components that enable setting up cloud
services. Each component uses similar configuration techniques and a common framework
for INI file options.

This guide pulls together multiple references and configuration options for the following
OpenStack components:

» Bare metal service

* OpenStack Block Storage

* OpenStack Compute

* OpenStack dashboard

» Database service for OpenStack
» Data processing service

* OpenStack Identity

* OpenStack Image service

* OpenStack Networking

» OpenStack Object Storage
* Orchestration

* Telemetry

Conventions
The OpenStack documentation uses several typesetting conventions.

Notices

Notices take these forms:

Note

A handy tip or reminder.
Important

Something you must be aware of before proceeding.

Warning

Q> &

Critical information about the risk of data loss or security issues.
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Command prompts

$ prompt  Any user, including the r oot user, can run commands that are prefixed with
the $ prompt.

# prompt  Ther oot user must run commands that are prefixed with the # prompt. You
can also prefix these commands with the sudo command, if available, to run

them.

Configuration file format

OpenStack uses the IN/ file format for configuration files. An INI file is a simple text file that
specifies options as key=val ue pairs, grouped into sections. The DEFAULT section con-
tains most of the configuration options. Lines starting with a hash sign (#) are comment
lines. For example:

[ DEFAULT]

# Print debugging output (set |ogging |level to DEBUG i nst ead
# of default WARNING | evel ). (bool ean val ue)

debug = true

# Print nore verbose output (set |ogging |level to I NFO instead
# of default WARNING | evel ). (bool ean val ue)

ver bose = true

[ dat abase]

# The SQLAl cheny connection string used to connect to the

# dat abase (string val ue)

connection = nysql +pymnmysql : // keyst one: KEYSTONE_DBPASS@ont rol | er/ keyst one

Options can have different types for values. The comments in the sample config files always
mention these. The following types are used by OpenStack:

boolean value Enables or disables an option. The allowed values are t r ue
and f al se.

# Enabl e the experinental use of database reconnect
on

# connection | ost (bool ean val ue)

use_db_reconnect = fal se

floating point value A floating point number like 0. 25 or 1000.
# Sleep tine in seconds for polling an ongoi hg async
t ask
# (floating point value)
task_poll _interval = 0.5
integer value An integer number is a number without fractional compo-

nents, like O or 42.

# The port which the OpenStack Conmpute service
listens on.

# (integer val ue)

conpute_port = 8774

list value Represents values of other types, separated
by commas. As an example, the following sets
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multi valued

string value

Sections

al | owed_r pc_excepti on_nodul es to a list contain-
ing the four elements 0sl 0. nessagi ng. excepti ons,
nova. excepti on, ci nder. excepti on, and excep-

tions:

# Modul es of exceptions that are permitted to be
recreated

# upon receiving exception data froman rpc call.
(l'ist val ue)

al | oned_r pc_excepti on_nodul es = osl 0. nessagi ng.
excepti ons, nova. excepti on, ci nder. excepti on,
exceptions

A multi-valued option is a string value and can be given more
than once, all values will be used.

# Driver or drivers to handle sending notifications.
(rmul ti

# val ued)

notification_driver = nova. openstack. conmon.
notifier.rpc_notifier

notification_driver = ceil oneter.conpute.
nova_notifier

Strings can be optionally enclosed with single or double
quotes.

# Enabl es or disables publication of error events.
(bool ean val ue)
publish_errors = fal se

# The format for an instance that is passed with the
| og message.

# (string val ue)

i nstance_format = "[instance: % uuid)s]

Configuration options are grouped by section. Most configuration files support at least the

following sections:

[ DEFAULT] Contains most configuration options. If the documentation for a configu-
ration option does not specify its section, assume that it appears in this sec-

tion.

[ dat abase] Configuration options for the database that stores the state of the Open-
Stack service.

Substitution

The configuration file supports variable substitution. After you set a configuration option,
it can be referenced in later configuration values when you precede it with a $, like $OP-

TI ON

The following example uses the values of r abbi t _host and rabbit _port to define the
value of the r abbi t _host s option, in this case ascontrol | er: 5672.
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# The Rabbit MQ br oker address where a single node is used.
# (string val ue)
rabbit _host = controller

# The Rabbi t MQ br oker port where a single node is used.
# (integer val ue)
rabbit_port = 5672

# Rabbit MQ HA cl uster host:port pairs. (list val ue)
rabbi t _hosts = $rabbit_host: $rabbit_port

To avoid substitution, use $$, it is replaced by a single $. For example, if your LDAP DNS
password is $xkj 432, specify it, as follows:

| dap_dns_password = $$xkj 432

The code uses the Python st ri ng. Tenpl at e. saf e_substit ut e() method to imple-

ment variable substitution. For more details on how variable substitution is resolved, see
http://docs.python.org/2/library/string.html#template-strings and PEP 292.

Whitespace

To include whitespace in a configuration value, use a quoted string. For example:

| dap_dns_passsword='a password w th spaces'

Define an alternate location for a config file

Most services and the *-manage command-line clients load the configuration file. To define
an alternate location for the configuration file, pass the - - confi g-fil e CONFI G_FI LE
parameter when you start a service or call a *-manage command.



http://docs.python.org/2/library/string.html#template-strings
http://www.python.org/dev/peps/pep-0292/
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1. Bare metal

Table of Contents
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The Bare metal service is capable of managing and provisioning physical machines. The con-
figuration file of this module is/ et ¢/ i roni ¢/ i roni c. conf.

The following tables provide a comprehensive list of the Bare metal service configuration
options.

Table 1.1. Description of agent configuration options

Configuration option = Default value ‘ Description

[agent]

agent _api _version=vl (StrOpt) API version to use for communicating with the
ramdisk agent.

agent _pxe_append_par ans =nof b nonodeset (StrOpt) DEPRECATED. Additional append parame-

vga=nor nal ters for baremetal PXE boot. This option is deprecat-

ed and will be removed in Mitaka release. Please use
[pxe]pxe_append_params instead.

agent _pxe_config_tenpl ate (StrOpt) DEPRECATED. Template file for PXE configura-

=$pybasedi r/dri ver s/ nod- tion. This option is deprecated and will be removed in

ul es/ agent _config.tenplate Mitaka release. Please use [pxe]pxe_config_template in-
stead.

heart beat _ti neout =300 (IntOpt) Maximum interval (in seconds) for agent heart-
beats.

manage_agent _boot =True (BoolOpt) Whether Ironic will manage booting of the

agent ramdisk. If set to False, you will need to configure
your mechanism to allow booting the agent ramdisk.

nmenory_consuned_by_agent =0 (IntOpt) The memory size in MiB consumed by agent
when it is booted on a bare metal node. This is used for
checking if the image can be downloaded and deployed
on the bare metal node after booting agent ramdisk. This
may be set according to the memory consumed by the
agent ramdisk image.

post _depl oy_get _power_state_retries=6 (IntOpt) Number of times to retry getting power state to
check if bare metal node has been powered off after a
soft power off.

post _depl oy_get _power_state_retry_interval |(IntOpt) Amount of time (in seconds) to wait between
= polling power state after trigger soft poweroff.

Table 1.2. Description of AMQP configuration options

Configuration option = Default value ‘ Description
[DEFAULT]
control _exchange =openst ack (StrOpt) The default exchange under which topics are

scoped. May be overridden by an exchange name speci-
fied in the transport_url option.

notification_driver =[] (MultiStrOpt) The Drivers(s) to handle sending notifica-
tions. Possible values are messaging, messagingv2, routing,
log, test, noop
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Configuration option = Default value

Description

notification_topics=notifications

(ListOpt) AMQP topic used for OpenStack notifications.

transport _url =None

(StrOpt) A URL representing the messaging driver to use
and its full configuration. If not set, we fall back to the
rpc_backend option and driver specific configuration.

Table 1.3. Description of AMT configuration options

Configuration option = Default value

‘ Description

[amt]

action_wait =10

(IntOpt) Amount of time (in seconds) to wait, before retry-
ing an AMT operation

max_attempts =3

(IntOpt) Maximum number of times to attempt an AMT
operation, before failing

protocol =http

(StrOpt) Protocol used for AMT endpoint, support http/
https

Table 1.4. Description of APl configuration options

Configuration option = Default value

‘ Description

[api]

host _ip=0.0.0.0

(StrOpt) The IP address on which ironic-api listens.

max_| i nit = 1000

(IntOpt) The maximum number of items returned in a sin-
gle response from a collection resource.

port =6385

(IntOpt) The TCP port on which ironic-api listens.

publ i c_endpoi nt =None

(StrOpt) Public URL to use when building the links to the
API resources (for example, "https://ironic.rocks:6384").
If None the links will be built using the request's host
URL. If the API is operating behind a proxy, you will want
to change this to represent the proxy's URL. Defaults to
None.

[cors]

al | ow_credential s=True

(BoolOpt) Indicate that the actual request can include user
credentials

al | ow_header s =Cont ent - Type, Cache-Control,
Cont ent - Language, Expires, Last-Mdified,
Pragma

(ListOpt) Indicate which header field names may be used
during the actual request.

al | ow_net hods = GET, POST, PUT, DELETE, OP-
TI ONS

(ListOpt) Indicate which methods can be used during the
actual request.

al | owed_ori gi n=None

(StrOpt) Indicate whether this resource may be shared
with the domain received in the requests "origin" header.

expose_header s = Cont ent - Type, Cache- Con-
trol, Content-Language, Expires, Last-Md-
ified, Pragma

(ListOpt) Indicate which headers are safe to expose to the
API. Defaults to HTTP Simple Headers.

max_age = 3600

(IntOpt) Maximum cache age of CORS preflight requests.

[cors.subdomain]

al l ow_credential s =True

(BoolOpt) Indicate that the actual request can include user
credentials

al | ow_header s =Cont ent - Type, Cache-Control,
Cont ent - Language, Expires, Last-Mdified,
Pragma

(ListOpt) Indicate which header field names may be used
during the actual request.

al | ow_met hods = GET, POST, PUT, DELETE, OP-
TI ONS

(ListOpt) Indicate which methods can be used during the
actual request.

al | owed_ori gi n=None

(StrOpt) Indicate whether this resource may be shared
with the domain received in the requests "origin" header.
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expose_header s = Cont ent - Type, Cache- Con-
trol, Content-Language, Expires, Last-Md-
ified, Pragnma

(ListOpt) Indicate which headers are safe to expose to the
API. Defaults to HTTP Simple Headers.

max_age = 3600

(IntOpt) Maximum cache age of CORS preflight requests.

[oslo_middleware]

max_request _body_si ze =114688

(IntOpt) The maximum body size for each request, in
bytes.

secur e_proxy_ssl _header = X- Forwar ded- Pr ot o

(StrOpt) The HTTP Header that will be used to determine
what the original request protocol scheme was, even if it
was hidden by an SSL termination proxy.

[oslo_versionedobjects]

fatal _exception_format_errors =Fal se

‘ (BoolOpt) Make exception message format errors fatal

Table 1.5. Description of authorization token configuration options

Configuration option = Default value

‘ Description

[keystone_authtoken]

admi n_passwor d =None

(StrOpt) Service user password.

adm n_t enant _nane =adnmi n

(StrOpt) Service tenant name.

admi n_t oken = None

(StrOpt) This option is deprecated and may be removed
in a future release. Single shared secret with the Keystone
configuration used for bootstrapping a Keystone instal-
lation, or otherwise bypassing the normal authentication
process. This option should not be used, use “admin_user’
and “admin_password" instead.

admi n_user =None

(StrOpt) Service username.

aut h_adm n_prefix=

(StrOpt) Prefix to prepend at the beginning of the path.
Deprecated, use identity_uri.

aut h_host =127.0.0.1

(StrOpt) Host providing the admin Identity APl endpoint.
Deprecated, use identity_uri.

aut h_pl ugi n = None

(StrOpt) Name of the plugin to load

aut h_port =35357

(IntOpt) Port of the admin Identity APl endpoint. Depre-
cated, use identity_uri.

aut h_protocol =https

(StrOpt) Protocol of the admin Identity APl endpoint (http
or https). Deprecated, use identity_uri.

aut h_secti on=None

(StrOpt) Config Section from which to load plugin specific
options

aut h_uri =None

(StrOpt) Complete public Identity API endpoint.

aut h_ver si on = None

(StrOpt) API version of the admin Identity APl endpoint.

cache =None

(StrOpt) Env key for the swift cache.

cafil e=None

(StrOpt) A PEM encoded Certificate Authority to use when
verifying HTTPs connections. Defaults to system CAs.

certfil e=None

(StrOpt) Required if identity server requires client certifi-
cate

check_revocati ons_for_cached =Fal se

(BoolOpt) If true, the revocation list will be checked for
cached tokens. This requires that PKI tokens are config-
ured on the identity server.

del ay_aut h_deci si on =Fal se

(BoolOpt) Do not handle authorization requests within
the middleware, but delegate the authorization decision
to downstream WSGI components.

enf or ce_t oken_bi nd = perm ssi ve

(StrOpt) Used to control the use and type of token bind-
ing. Can be set to: "disabled" to not check token binding.
"permissive" (default) to validate binding information if
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Configuration option = Default value

Description

the bind type is of a form known to the server and ignore
it if not. "strict" like "permissive" but if the bind type is un-
known the token will be rejected. "required" any form of
token binding is needed to be allowed. Finally the name of
a binding method that must be present in tokens.

hash_al gori t hns = md5

(ListOpt) Hash algorithms to use for hashing PKI tokens.
This may be a single algorithm or multiple. The algorithms
are those supported by Python standard hashlib.new().
The hashes will be tried in the order given, so put the pre-
ferred one first for performance. The result of the first
hash will be stored in the cache. This will typically be set to
multiple values only while migrating from a less secure al-
gorithm to a more secure one. Once all the old tokens are
expired this option should be set to a single value for bet-
ter performance.

http_connect _ti meout =None

(IntOpt) Request timeout value for communicating with
Identity API server.

http_request _nmax_retries=3

(IntOpt) How many times are we trying to reconnect
when communicating with Identity API Server.

identity_uri =None

(StrOpt) Complete admin Identity APl endpoint. This
should specify the unversioned root endpoint e.g. https://
localhost:35357/

i ncl ude_service_cat al og=True

(BoolOpt) (Optional) Indicate whether to set the X-Ser-
vice-Catalog header. If False, middleware will not ask for
service catalog on token validation and will not set the X-
Service-Catalog header.

i nsecure =Fal se

(BoolOpt) Verify HTTPS connections.

keyfil e =None

(StrOpt) Required if identity server requires client certifi-
cate

nmenctache_pool _conn_get _tineout =10

(IntOpt) (Optional) Number of seconds that an operation
will wait to get a memcached client connection from the
pool.

nmencache_pool _dead_retry =300

(IntOpt) (Optional) Number of seconds memcached server
is considered dead before it is tried again.

nmencache_pool _maxsi ze =10

(IntOpt) (Optional) Maximum total number of open con-
nections to every memcached server.

nentache_pool _socket _ti neout =3

(IntOpt) (Optional) Socket timeout in seconds for commu-
nicating with a memcached server.

nmenctache_pool _unused_ti meout =60

(IntOpt) (Optional) Number of seconds a connection to
memcached is held unused in the pool before it is closed.

nentache_secret _key =None

(StrOpt) (Optional, mandatory if
memcache_security_strategy is defined) This string is used
for key derivation.

nmencache_security_strategy =None

(StrOpt) (Optional) If defined, indicate whether token da-
ta should be authenticated or authenticated and encrypt-
ed. Acceptable values are MAC or ENCRYPT. If MAC, to-
ken data is authenticated (with HMAC) in the cache. If EN-
CRYPT, token data is encrypted and authenticated in the
cache. If the value is not one of these options or empty,
auth_token will raise an exception on initialization.

nentache_use_advanced_pool =Fal se

(BoolOpt) (Optional) Use the advanced (eventlet safe)
memcached client pool. The advanced pool will only work
under python 2.x.

nencached_servers =None

(ListOpt) Optionally specify a list of memcached server(s)
to use for caching. If left undefined, tokens will instead be
cached in-process.
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Configuration option = Default value

Description

regi on_nane = None

(StrOpt) The region in which the identity server can be
found.

revocation_cache_tinme =10

(IntOpt) Determines the frequency at which the list of
revoked tokens is retrieved from the Identity service (in
seconds). A high number of revocation events combined
with a low cache duration may significantly reduce perfor-
mance.

si gni ng_di r =None

(StrOpt) Directory used to cache files related to PKI to-
kens.

t oken_cache_ti ne =300

(IntOpt) In order to prevent excessive effort spent validat-
ing tokens, the middleware caches previously-seen tokens
for a configurable duration (in seconds). Set to -1 to dis-

able caching completely.

Table 1.6. Description of authorization configuration options

Configuration option = Default value

‘ Description

[DEFAULT]

aut h_strat egy =keystone

(StrOpt) Authentication strategy used by ironic-api: one of
"keystone" or "noauth”. "noauth" should not be used in a
production environment because all authentication will be
disabled.

Table 1.7. Description of Cisco UCS configuration options

Configuration option = Default value

‘ Description

[cimc]

action_interval =10

(IntOpt) Amount of time in seconds to wait in between
power operations

max_retry =6

(IntOpt) Number of times a power operation needs to be
retried

[cisco_ucs]

action_interval =5

(IntOpt) Amount of time in seconds to wait in between
power operations

max_retry =6

(IntOpt) Number of times a power operation needs to be
retried

Table 1.8. Description of common configuration options

Configuration option = Default value

‘ Description

[DEFAULT]

bindir =/usr/local/bin

(StrOpt) Directory where ironic binaries are installed.

enabl ed_dri vers =pxe_i pni t ool

(ListOpt) Specify the list of drivers to load during service
initialization. Missing drivers, or drivers which fail to initial-
ize, will prevent the conductor service from starting. The
option default is a recommended set of production-orient-
ed drivers. A complete list of drivers present on your sys-
tem may be found by enumerating the "ironic.drivers" en-
trypoint. An example may be found in the developer docu-
mentation online.

execut or _t hread_pool _si ze =64

(IntOpt) Size of executor thread pool.

fatal _deprecations=Fal se

(BoolOpt) Enables or disables fatal status of deprecations.

force_raw_ i mages =True

(BoolOpt) If True, convert backing images to "raw" disk im-
age format.

10
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Configuration option = Default value

Description

grub_config_tenpl at e =$pybasedi r/ com
nmon/ grub_conf. tenpl ate

(StrOpt) Template file for grub configuration file.

hash_di stribution_replicas=1

(IntOpt) [Experimental Feature] Number of hosts to map
onto each hash partition. Setting this to more than one
will cause additional conductor services to prepare deploy-
ment environments and potentially allow the Ironic cluster
to recover more quickly if a conductor instance is terminat-
ed.

hash_partition_exponent =5

(IntOpt) Exponent to determine number of hash parti-
tions to use when distributing load across conductors.
Larger values will result in more even distribution of

load and less load when rebalancing the ring, but more
memory usage. Number of partitions per conductor is
(2”hash_partition_exponent). This determines the granu-
larity of rebalancing: given 10 hosts, and an exponent of
the 2, there are 40 partitions in the ring.A few thousand
partitions should make rebalancing smooth in most cas-
es. The default is suitable for up to a few hundred conduc-
tors. Too many partitions has a CPU impact.

host =sd-52009. dedi box. fr

(StrOpt) Name of this node. This can be an opaque identi-
fier. It is not necessarily a hostname, FQDN, or IP address.
However, the node name must be valid within an AMQP
key, and if using ZeroMQ, a valid hostname, FQDN, or IP
address.

i solinux_bin=/usr/libl/syslin-
ux/ i solinux.bin

(StrOpt) Path to isolinux binary file.

i sol i nux_config_tenpl ate=%pybasedir/com
non/i sol i nux_config.tenplate

(StrOpt) Template file for isolinux configuration file.

nmencached_servers =None

(ListOpt) Memcached servers or None for in process cache.

ny_ip=10.0.0.1

(StrOpt) IP address of this host. If unset, will determine
the IP programmatically. If unable to do so, will use
"127.0.0.1".

paral | el _i mage_downl oads = Fal se

(BoolOpt) Run image downloads and raw format conver-
sions in parallel.

periodi c_interval =60

(IntOpt) Seconds between running periodic tasks.

pybasedir =/usr/1ib/python/site-pack-
ages/ironic

(StrOpt) Directory where the ironic python module is in-
stalled.

rootw ap_config=/etc/ironic/rootw ap. conf

(StrOpt) Path to the rootwrap configuration file to use for
running commands as root.

st at e_pat h =$pybasedi r

(StrOpt) Top-level directory for maintaining ironic's state.

tenpdir =/tnp

(StrOpt) Temporary working directory, default is Python
temp dir.

Table 1.9. Description of conductor configuration options

Configuration option = Default value

‘ Description

[conductor]

api _url =None

(StrOpt) URL of Ironic API service. If not set ironic can get
the current value from the keystone service catalog.

check_provision_state_interval =60

(IntOpt) Interval between checks of provision timeouts, in
seconds.

cl ean_cal | back_ti meout =1800

(IntOpt) Timeout (seconds) to wait for a callback from the
ramdisk doing the cleaning. If the timeout is reached the
node will be put in the "clean failed" provision state. Set to
0 to disable timeout.

11
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Description

cl ean_nodes =Tr ue

(BoolOpt) Cleaning is a configurable set of steps, such as
erasing disk drives, that are performed on the node to en-
sure it is in a baseline state and ready to be deployed to.
This is done after instance deletion, and during the transi-
tion from a "managed" to "available" state. When enabled,
the particular steps performed to clean a node depend on
which driver that node is managed by; see the individual
driver's documentation for details. NOTE: The introduction
of the cleaning operation causes instance deletion to take
significantly longer. In an environment where all tenants
are trusted (eg, because there is only one tenant), this op-
tion could be safely disabled.

configdrive_sw ft_container =
i roni c_configdrive_contai ner

(StrOpt) Name of the Swift container to store config drive
data. Used when configdrive_use_swift is True.

configdrive_use_swi ft =Fal se

(BoolOpt) Whether to upload the config drive to Swift.

depl oy_cal | back_t i meout =1800

(IntOpt) Timeout (seconds) to wait for a callback from a
deploy ramdisk. Set to 0 to disable timeout.

force_power_state_during_sync =True

(BoolOpt) During sync_power_state, should the hardware
power state be set to the state recorded in the database
(True) or should the database be updated based on the
hardware state (False).

heart beat i nterval =10

(IntOpt) Seconds between conductor heart beats.

hear t beat _ti neout =60

(IntOpt) Maximum time (in seconds) since the last check-
in of a conductor. A conductor is considered inactive when
this time has been exceeded.

i nspect _ti meout =1800

(IntOpt) Timeout (seconds) for waiting for node inspec-
tion. 0 - unlimited.

node_| ocked_retry_attenpts=3

(IntOpt) Number of attempts to grab a node lock.

node_| ocked_retry_interval =1

(IntOpt) Seconds to sleep between node lock attempts.

periodi c_nmax_workers =8

(IntOpt) Maximum number of worker threads that can be
started simultaneously by a periodic task. Should be less
than RPC thread pool size.

power _state_sync_max_retries=3

(IntOpt) During sync_power_state failures, limit the num-
ber of times Ironic should try syncing the hardware node
power state with the node power state in DB

send_sensor _dat a=Fal se

(BoolOpt) Enable sending sensor data message via the no-
tification bus

send_sensor _data_i nterval =600

(IntOpt) Seconds between conductor sending sensor data
message to ceilometer via the notification bus.

send_sensor_data_types =ALL

(ListOpt) List of comma separated meter types which need
to be sent to Ceilometer. The default value, "ALL", is a spe-
cial value meaning send all the sensor data.

sync_l ocal _state_interval =180

(IntOpt) When conductors join or leave the cluster, exist-
ing conductors may need to update any persistent local
state as nodes are moved around the cluster. This option
controls how often, in seconds, each conductor will check
for nodes that it should "take over". Set it to a negative
value to disable the check entirely.

sync_power _state_interval =60

(IntOpt) Interval between syncing the node power state to
the database, in seconds.

wor kers_pool _si ze=100

(IntOpt) The size of the workers greenthread pool.

Table 1.10. Description of console configuration options

Configuration option = Default value

‘ Description

[console]

12
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Configuration option = Default value

Description

subprocess_checking_interval =1

(IntOpt) Time interval (in seconds) for checking the status
of console subprocess.

subprocess_tinmeout =10

(IntOpt) Time (in seconds) to wait for the console subpro-
cess to start.

term nal =shel | i naboxd

(StrOpt) Path to serial console terminal program

term nal _cert_dir =None

(StrOpt) Directory containing the terminal SSL cert(PEM)
for serial console access

term nal _pi d_dir =None

(StrOpt) Directory for holding terminal pid files. If not
specified, the temporary directory will be used.

Table 1.11. Description of database configuration options

Configuration option = Default value

‘ Description

[database]

backend =sql al cheny

(StrOpt) The back end to use for the database.

connecti on=None

(StrOpt) The SQLAIchemy connection string to use to con-
nect to the database.

connecti on_debug=0

(IntOpt) Verbosity of SQL debugging information:
0=None, 100=Everything.

connection_trace =Fal se

(BoolOpt) Add Python stack traces to SQL as comment
strings.

db_inc_retry_interval =True

(BoolOpt) If True, increases the interval between retries of
a database operation up to db_max_retry_interval.

db_mex_retries =20

(IntOpt) Maximum retries in case of connection error or
deadlock error before error is raised. Set to -1 to specify an
infinite retry count.

db_max_retry_interval =10

(IntOpt) If db_inc_retry_interval is set, the maximum sec-
onds between retries of a database operation.

db_retry_interval =1

(IntOpt) Seconds between retries of a database transac-
tion.

idle_timeout =3600

(IntOpt) Timeout before idle SQL connections are reaped.

max_over f | ow= None

(IntOpt) If set, use this value for max_overflow with
SQLAIchemy.

max_pool _si ze = None

(IntOpt) Maximum number of SQL connections to keep
open in a pool.

max_retries=10

(IntOpt) Maximum number of database connection retries
during startup. Set to -1 to specify an infinite retry count.

m n_pool _size=1

(IntOpt) Minimum number of SQL connections to keep
open in a pool.

nysql _engi ne =1 nnoDB

(StrOpt) MySQL engine to use.

nysql _sql _node = TRADI TI ONAL

(StrOpt) The SQL mode to be used for MySQL sessions.
This option, including the default, overrides any serv-
er-set SQL mode. To use whatever SQL mode is set by
the server configuration, set this to no value. Example:
mysql_sql_mode=

pool _ti meout =None

(IntOpt) If set, use this value for pool_timeout with
SQLAIchemy.

retry_interval =10

(IntOpt) Interval between retries of opening a SQL connec-
tion.

sl ave_connecti on =None

(StrOpt) The SQLAIchemy connection string to use to con-
nect to the slave database.

sqlite_db=oslo.sqglite

(StrOpt) The file name to use with SQLite.

sqlite_synchronous =True

(BoolOpt) If True, SQLite uses synchronous mode.

13
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Configuration option = Default value Description
use_db_reconnect =Fal se (BoolOpt) Enable the experimental use of database recon-
nect on connection lost.

Table 1.12. Description of logging configuration options

Configuration option = Default value ‘ Description

[DEFAULT]

pecan_debug = Fal se (BoolOpt) Enable pecan debug mode. WARNING: this is
insecure and should not be used in a production environ-
ment.

Table 1.13. Description of deploy configuration options

Configuration option = Default value ‘ Description

[deploy]

dd_bl ock_si ze =1M (StrOpt) Block size to use when writing to the nodes disk.

efi _system partition_size=200 (IntOpt) Size of EFI system partition in MiB when configur-
ing UEFI systems for local boot.

erase_devices_iterations=1 (IntOpt) Number of iterations to be run for erasing de-
vices.

erase_devices_priority=None (IntOpt) Priority to run in-band erase devices via the Ironic

Python Agent ramdisk. If unset, will use the priority set in
the ramdisk (defaults to 10 for the GenericHardwareMan-
ager). If set to 0, will not run during cleaning.

http_root =/ htt pboot (StrOpt) ironic-conductor node's HTTP root path.

http_url =None (StrOpt) ironic-conductor node's HTTP server URL. Exam-
ple: http://192.1.2.3:8080

iscsi_verify_ attenpts=3 (IntOpt) Maximum attempts to verify an iSCSI connection

is active, sleeping 1 second between attempts.

Table 1.14. Description of DHCP configuration options

Configuration option = Default value ‘ Description
[dhcep]
dhcp_provi der =neutron (StrOpt) DHCP provider to use. "neutron” uses Neutron,

and "none" uses a no-op provider.

Table 1.15. Description of disk partitioner configuration options

Configuration option = Default value ‘ Description

[disk_partitioner]

check_device_interval =1 (IntOpt) After Ironic has completed creating the partition
table, it continues to check for activity on the attached iSC-
Sl device status at this interval prior to copying the image
to the node, in seconds

check_device_max_retries =20 (IntOpt) The maximum number of times to check that the
device is not accessed by another process. If the device is
still busy after that, the disk partitioning will be treated as
having failed.

Table 1.16. Description of DRAC configuration options

Configuration option = Default value ‘ Description

[drac]
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Configuration option = Default value

Description

client_retry_count =5

(IntOpt) In case there is a communication failure, the
DRAC client is going to resend the request as many times
as defined in this setting.

client_retry delay=5

(IntOpt) In case there is a communication failure, the
DRAC client is going to wait for as many seconds as de-
fined in this setting before resending the request.

Table 1.17. Description of glance configuration options

Configuration option = Default value

‘ Description

[glance]

al | owed_di rect _url _schenes =

(ListOpt) A list of URL schemes that can be downloaded
directly via the direct_url. Currently supported schemes:
[file].

aut h_strat egy =keystone

(StrOpt) Authentication strategy to use when connecting
to glance. Only "keystone" and "noauth" are currently sup-
ported by ironic.

gl ance_api _i nsecure =Fal se

(BoolOpt) Allow to perform insecure SSL (https) requests
to glance.

gl ance_api _servers =None

(ListOpt) A list of the glance api servers available to ironic.
Prefix with https:// for SSL-based glance API servers. For-
mat is [hostname | IP]:port.

gl ance_host =$ny_i p

(StrOpt) Default glance hostname or IP address.

gl ance_numretries=0

(IntOpt) Number of retries when downloading an image
from glance.

gl ance_port =9292

(IntOpt) Default glance port.

gl ance_protocol =http

(StrOpt) Default protocol to use when connecting to
glance. Set to https for SSL.

swi ft _account =None

(StrOpt) The account that Glance uses to communi-
cate with Swift. The format is "AUTH_uuid". "uuid" is
the UUID for the account configured in the glance-
api.conf. Required for temporary URLs. For example:
"AUTH_a422b2-91f3-2f46-74b7-d7c9e8958f5d30". Swift
temporary URL format: "endpoint_url/api_version/ac-
count/container/object_id"

swift_api _version=vl

(StrOpt) The Swift API version to create a temporary
URL for. Defaults to "v1". Swift temporary URL format:
"endpoint_url/api_version/account/container/object_id"

sw ft_contai ner =gl ance

(StrOpt) The Swift container Glance is configured to
store its images in. Defaults to "glance", which is the de-
fault in glance-api.conf. Swift temporary URL format:
"endpoint_url/api_version/account/container/object_id"

swi ft_endpoi nt _url =None

(StrOpt) The "endpoint" (scheme, hostname, option-

al port) for the Swift URL of the form "endpoint_url/
api_version/account/container/object_id". Do not include
trailing "/". For example, use "https://swift.example.com".
Required for temporary URLs.

swift_store_multiple_containers_seed=0

(IntOpt) This should match a config by the same name in
the Glance configuration file. When set to 0, a single-ten-
ant store will only use one container to store all images.
When set to an integer value between 1 and 32, a sin-
gle-tenant store will use multiple containers to store im-
ages, and this value will determine how many containers
are created.

swift_tenp_url _duration=1200

(IntOpt) The length of time in seconds that the temporary
URL will be valid for. Defaults to 20 minutes. If some de-
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Configuration option = Default value

Description

ploys get a 401 response code when trying to download
from the temporary URL, try raising this duration.

swi ft_tenmp_url _key =None

(StrOpt) The secret token given to Swift to allow tempo-
rary URL downloads. Required for temporary URLs.

Table 1.18. Description of iBoot Web Power Switch configuration options

Configuration option = Default value

‘ Description

[iboot]

max_retry =3

(IntOpt) Maximum retries for iBoot operations

retry_interval =1

(IntOpt) Time between retry attempts for iBoot opera-
tions

Table 1.19. Description of iLO configuration options

Configuration option = Default value

‘ Description

[ilo]

clean_priority_clear_secure_boot_keys=0

(IntOpt) Priority for clear_secure_boot_keys clean step.
This step is not enabled by default. It can be enabled to to
clear all secure boot keys enrolled with iLO.

clean_priority_erase_devi ces =None

(IntOpt) Priority for erase devices clean step. If unset, it de-
faults to 10. If set to 0, the step will be disabled and will
not run during cleaning.

clean_priority_reset_bios_to_default =10

(IntOpt) Priority for reset_bios_to_default clean step.

clean_priority reset_ilo=1

(IntOpt) Priority for reset_ilo clean step.

clean_priority reset_ilo_credential =30

(IntOpt) Priority for reset_ilo_credential clean step. This
step requires "ilo_change_password" parameter to be up-
dated in nodes's driver_info with the new password.

clean_priority_reset_secure_boot_keys_to_de
=20

@uotQ@pt) Priority for reset_secure_boot_keys clean step.
This step will reset the secure boot keys to manufacturing
defaults.

client_port =443

(IntOpt) Port to be used for iLO operations

client_timeout =60

(IntOpt) Timeout (in seconds) for iLO operations

power _retry=6

(IntOpt) Number of times a power operation needs to be
retried

power _wait =2

(IntOpt) Amount of time in seconds to wait in between
power operations

swift_ilo_container =ironic_ilo_container

(StrOpt) The Swift iLO container to store data.

swi ft_object_expiry_timeout =900

(IntOpt) Amount of time in seconds for Swift objects to
auto-expire.

use_web_server_for_images =Fal se

(BoolOpt) Set this to True to use http web server to host
floppy images and generated boot ISO. This requires
http_root and http_url to be configured in the [deploy]
section of the config file. If this is set to False, then Iron-
ic will use Swift to host the floppy images and generated
boot_iso.

Table 1.20. Description of inspector configuration options

Configuration option = Default value

‘ Description

[inspector]

enabl ed = Fal se

(BoolOpt) whether to enable inspection using ironic-in-
spector
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Configuration option = Default value Description
service_url =None (StrOpt) ironic-inspector HTTP endpoint. If this is not set,
the ironic-inspector client default (http://127.0.0.1:5050)
will be used.
status_check_peri od =60 (IntOpt) period (in seconds) to check status of nodes on in-
spection

Table 1.21. Description of IPMI configuration options

Configuration option = Default value ‘ Description
lipmi]
m n_conmand_i nterval =5 (IntOpt) Minimum time, in seconds, between IPMI opera-

tions sent to a server. There is a risk with some hardware
that setting this too low may cause the BMC to crash. Rec-
ommended setting is 5 seconds.

retry_tineout =60 (IntOpt) Maximum time in seconds to retry IPMI opera-
tions. There is a tradeoff when setting this value. Setting
this too low may cause older BMCs to crash and require a
hard reset. However, setting too high can cause the sync
power state periodic task to hang when there are slow or
unresponsive BMCs.

Table 1.22. Description of iRMC configuration options

Configuration option = Default value ‘ Description

[irmc]

aut h_met hod =basi ¢ (StrOpt) Authentication method to be used for iRMC oper-
ations, either "basic" or "digest"

client_timeout =60 (IntOpt) Timeout (in seconds) for iIRMC operations

port =443 (IntOpt) Port to be used for iRMC operations, either 80 or
443

renot e_i mage_server =None (StrOpt) IP of remote image server

renot e_i mage_share_nane =share (StrOpt) share name of remote_image_server

renot e_i mage_share_root =/ (StrOpt) Ironic conductor node's "NFS" or "CIFS" root path

renot e_i mage_shar e_r oot

renote_i mage_share_type=C FS (StrOpt) Share type of virtual media, either "NFS" or "CIFS"

renot e_i nage_user _donai n = (StrOpt) Domain name of remote_image_user_name

renot e_i mage_user _nane = None (StrOpt) User name of remote_image_server

renot e_i mage_user _password = None (StrOpt) Password of remote_image_user_name

sensor _net hod =i pmi t ool (StrOpt) Sensor data retrieval method, either "ipmitool" or
"scci"

Table 1.23. Description of keystone configuration options

Configuration option = Default value ‘ Description
[keystone]
regi on_namne = None (StrOpt) The region used for getting endpoints of Open-

Stackservices.

Table 1.24. Description of logging configuration options

Configuration option = Default value ‘ Description
[DEFAULT]
debug = Fal se (BoolOpt) Print debugging output (set logging level to DE-

BUG instead of default INFO level).
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Configuration option = Default value

Description

defaul t _l og_| evel s =angp=WARN,

amgpl i b=WARN, bot 0=WARN, gpi d=WARN,

sql al chenmy=WARN, suds=I NFQ,

osl 0. messagi ng=I NFO, i so8601=WARN,

request s. packages. url i b3. connecti onpool =WA
url l'i b3. connecti onpool =\ARN,

websocket =WARN,

requests. packages. urllib3.util.retry=WARN,
urllib3.util.retry=WARN,

keyst onem ddl ewar e=\WARN,

rout es. m ddl ewar e=WARN, st evedor e=WARN,

t askf | ow=WARN

(ListOpt) List of logger=LEVEL pairs. This option is ignored
if log_config_append is set.

RN,

fatal _exception_format_errors =Fal se

(BoolOpt) Used if there is a formatting error when gen-
erating an exception message (a programming error).
If True, raise an exception; if False, use the unformatted
message.

i nstance_format ="[instance: %uuid)s] "

(StrOpt) The format for an instance that is passed with the
log message.

i nstance_uuid_format ="[instance: % uuid)s]

(StrOpt) The format for an instance UUID that is passed
with the log message.

| og_confi g_append = None

(StrOpt) The name of a logging configuration file. This file
is appended to any existing logging configuration files. For
details about logging configuration files, see the Python
logging module documentation. Note that when logging
configuration files are used then all logging configuration
is set in the configuration file and other logging configura-
tion options are ignored (for example, log_format).

| og_dat e_f ormat =%- %n %d % YM %S

(StrOpt) Format string for %%(asctime)s in log
records. Default: %(default)s . This option is ignored if
log_config_append is set.

| og_dir =None

(StrOpt) (Optional) The base directory used for relative —
log-file paths. This option is ignored if log_config_append
is set.

I og_file=None

(StrOpt) (Optional) Name of log file to output to. If no de-
fault is set, logging will go to stdout. This option is ignored
if log_config_append is set.

| og_f or mat =None

(StrOpt) DEPRECATED. A logging.Formatter log mes-
sage format string which may use any of the available
logging.LogRecord attributes. This option is depre-
cated. Please use logging_context_format_string and
logging_default_format_string instead. This option is ig-
nored if log_config_append is set.

| oggi ng_context_format_string=

% asctine)s. % nsecs) 03d % process)d

% | evel nane)s % nane)s [%request_id)s

% user _identity)s] %instance)s% nessage)s

(StrOpt) Format string to use for log messages with con-
text.

| oggi ng_debug_f ormat _suffix =% funcNane)s
% pat hnanme) s: % | i neno) d

(StrOpt) Data to append to log format when level is DE-
BUG.

| oggi ng_default_format_string=9%asctinme)s.
% nsecs) 03d % process)d %I evel nane) s
% name)s [-] %instance)s% nessage)s

(StrOpt) Format string to use for log messages without
context.

| oggi ng_exception_prefix=9%asctinme)s.
% nsecs) 03d % process)d ERROR % nane)s
% i nstance) s

(StrOpt) Prefix each line of exception output with this for-
mat.

publ i sh_errors=Fal se

(BoolOpt) Enables or disables publication of error events.

syslog_log facility=LOG USER

(StrOpt) Syslog facility to receive log lines. This option is ig-
nored if log_config_append is set.
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Configuration option = Default value

Description

use_stderr =True

(BoolOpt) Log output to standard error. This option is ig-
nored if log_config_append is set.

use_sysl og =Fal se

(BoolOpt) Use syslog for logging. Existing syslog format is
DEPRECATED and will be changed later to honor RFC5424.
This option is ignored if log_config_append is set.

use_syslog_rfc_format =True

(BoolOpt) (Optional) Enables or disables syslog rfc5424
format for logging. If enabled, prefixes the MSG part of
the syslog message with APP-NAME (RFC5424). The for-
mat without the APP-NAME is deprecated in Kilo, and will
be removed in Mitaka, along with this option. This option
is ignored if log_config_append is set.

ver bose =Tr ue

(BoolOpt) If set to false, will disable INFO logging level,
making WARNING the default.

wat ch_l og_fil e=Fal se

(BoolOpt) (Optional) Uses logging handler designed to
watch file system. When log file is moved or removed this
handler will open a new log file with specified path instan-
taneously. It makes sense only if log-file option is speci-
fied and Linux platform is used. This option is ignored if
log_config_append is set.

Table 1.25. Description of neutron configuration options

Configuration option = Default value

‘ Description

[neutron]

aut h_strat egy =keystone

(StrOpt) Default authentication strategy to use when con-
necting to neutron. Can be either "keystone" or "noauth”.
Running neutron in noauth mode (related to but not af-
fected by this setting) is insecure and should only be used
for testing.

cl eani ng_net wor k_uui d = None

(StrOpt) UUID of the network to create Neutron ports on
when booting to a ramdisk for cleaning/zapping using
Neutron DHCP

retries=3

(IntOpt) Client retries in the case of a failed request.

url =http://$ny_i p: 9696

(StrOpt) URL for connecting to neutron.

url _timeout =30

(IntOpt) Timeout value for connecting to neutron in sec-
onds.

Table 1.26. Description of policy configuration options

Configuration option = Default value

‘ Description

[oslo_policy]

policy_default_rul e=default

(StrOpt) Default rule. Enforced when a requested rule is
not found.

policy dirs=['policy.d"]

(MultiStrOpt) Directories where policy configuration files
are stored. They can be relative to any directory in the
search path defined by the config_dir option, or absolute
paths. The file defined by policy_file must exist for these
directories to be searched. Missing or empty directories
are ignored.

policy_file=policy.json

(StrOpt) The JSON file that defines policies.

Table 1.27. Description of PXE configuration options

Configuration option = Default value

‘ Description

[pxe]
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Configuration option = Default value

Description

def aul t _epheneral _format =ext4

(StrOpt) Default file system format for ephemeral parti-
tion, if one is created.

di sk_devi ces =cci ss/ c0d0, sda, hda, vda

(StrOpt) The disk devices to scan while doing the deploy.

i mage_cache_si ze =20480

(IntOpt) Maximum size (in MiB) of cache for master im-
ages, including those in use.

i mge_cache_ttl =10080

(IntOpt) Maximum TTL (in minutes) for old master images
in cache.

i mges_path=/var/lib/ironic/inages/

(StrOpt) On the ironic-conductor node, directory where
images are stored on disk.

i nstance_nmster_path=/var/lib/iron-
i ¢/ mast er _i mages

(StrOpt) On the ironic-conductor node, directory where
master instance images are stored on disk.

i pxe_boot _scri pt =$pybasedi r/dri vers/ nod-
ul es/ boot . i pxe

(StrOpt) On ironic-conductor node, the path to the main
iPXE script file.

i pxe_enabl ed =Fal se

(BoolOpt) Enable iPXE boot.

pxe_append_par ans =nof b nonodeset
vga=nor nal

(StrOpt) Additional append parameters for baremetal PXE
boot.

pxe_boot fil e_nane =pxel i nux. 0

(StrOpt) Bootfile DHCP parameter.

pxe_confi g_tenpl ate =$pybasedi r/drivers/
nodul es/ pxe_config.tenpl ate

(StrOpt) On ironic-conductor node, template file for PXE
configuration.

tftp_master_path=/tftpboot/ master_i mages

(StrOpt) On ironic-conductor node, directory where mas-
ter TFTP images are stored on disk.

tftp_root =/tftpboot

(StrOpt) ironic-conductor node's TFTP root path.

tftp_server =$ny_ip

(StrOpt) IP address of ironic-conductor node's TFTP server.

uefi _pxe_bootfile_nanme=elilo.efi

(StrOpt) Bootfile DHCP parameter for UEFI boot mode.

uefi _pxe_config_tenplate
=$pybasedi r/ dri vers/ nod-
ules/elilo_efi_pxe_config.tenplate

(StrOpt) On ironic-conductor node, template file for PXE
configuration for UEFI boot loader.

Table 1.28. Description of Redis configuration options

Configuration option = Default value ‘ Description

[DEFAULT]

password = (StrOpt) Password for Redis server (optional).
port =6379 (IntOpt) Use this port to connect to redis host.

[matchmaker_redis]

host =127.0.0.1

(StrOpt) Host to locate redis.

password =

(StrOpt) Password for Redis server (optional).

port =6379

(IntOpt) Use this port to connect to redis host.

Table 1.29. Description of RPC configuration options

Configuration option = Default value

‘ Description

[DEFAULT]

rpc_backend =rabbi t

(StrOpt) The messaging driver to use, defaults to rabbit.
Other drivers include qpid and zmg.

rpc_cast _timeout =30

(IntOpt) Seconds to wait before a cast expires (TTL). Only
supported by impl_zmgq.

rpc_conn_pool _si ze=30

(IntOpt) Size of RPC connection pool.

rpc_poll _tineout =1

(IntOpt) The default number of seconds that poll should
wait. Poll raises timeout exception when timeout expired.

rpc_response_ti neout =60

(IntOpt) Seconds to wait for a response from a call.
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Configuration option = Default value

‘ Description

[oslo_concurrency]

di sabl e_process_| ocki ng =Fal se

(BoolOpt) Enables or disables inter-process locks.

| ock_pat h =None

(StrOpt) Directory to use for lock files. For security, the
specified directory should only be writable by the user run-
ning the processes that need locking. Defaults to environ-
ment variable OSLO_LOCK_PATH. If external locks are
used, a lock path must be set.

[oslo_messaging_amqp]

al | ow_i nsecure_clients=Fal se

(BoolOpt) Accept clients using either SSL or plain TCP

br oadcast _prefi x =broadcast

(StrOpt) address prefix used when broadcasting to all
servers

cont ai ner _nane =None

(StrOpt) Name for the AMQP container

group_request _prefix=uni cast

(StrOpt) address prefix when sending to any server in
group

idle_timout =0

(IntOpt) Timeout for inactive connections (in seconds)

password =

(StrOpt) Password for message broker authentication

sasl _config_dir =

(StrOpt) Path to directory that contains the SASL configu-
ration

sasl _config_nane =

(StrOpt) Name of configuration file (without .conf suffix)

sasl _mechani sns =

(StrOpt) Space separated list of acceptable SASL mecha-
nisms

server _request _prefix=exclusive

(StrOpt) address prefix used when sending to a specific
server

ssl _ca_file=

(StrOpt) CA certificate PEM file to verify server certificate

ssl _cert _file=

(StrOpt) Identifying certificate PEM file to present to
clients

ssl _key file=

(StrOpt) Private key PEM file used to sign cert_file certifi-
cate

ssl _key_password = None

(StrOpt) Password for decrypting ssl_key_file (if encrypt-
ed)

trace =Fal se

(BoolOpt) Debug: dump AMQP frames to stdout

user nane =

(StrOpt) User name for message broker authentication

Table 1.30. Description of RabbitMQ configuration options

Configuration option = Default value

‘ Description

[oslo_messaging_rabbit]

anmgp_aut o_del et e =Fal se

(BoolOpt) Auto-delete queues in AMQP.

amgp_dur abl e_queues =Fal se

(BoolOpt) Use durable queues in AMQP.

fake_rabbit =Fal se

(BoolOpt) Deprecated, use rpc_backend=kombu+memory
or rpc_backend=fake

heartbeat _rate=2

(IntOpt) How often times during the
heartbeat_timeout_threshold we check the heartbeat.

hear t beat _ti neout _t hreshol d =60

(IntOpt) Number of seconds after which the Rabbit broker
is considered down if heartbeat's keep-alive fails (0 disable
the heartbeat). EXPERIMENTAL

kombu_reconnect _delay=1.0

(FloatOpt) How long to wait before reconnecting in re-
sponse to an AMQP consumer cancel notification.

konbu_r econnect _ti neout =60

(IntOpt) How long to wait before considering a reconnect
attempt to have failed. This value should not be longer
than rpc_response_timeout.
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Description

konbu_ssl _ca_certs =

(StrOpt) SSL certification authority file (valid only if SSL en-
abled).

konbu_ssl _certfile=

(StrOpt) SSL cert file (valid only if SSL enabled).

konmbu_ssl _keyfile=

(StrOpt) SSL key file (valid only if SSL enabled).

kombu_ssl _version=

(StrOpt) SSL version to use (valid only if SSL enabled). Valid
values are TLSv1 and SSLv23. SSLv2, SSLv3, TLSv1_1, and
TLSv1_2 may be available on some distributions.

rabbi t _ha_queues =Fal se

(BoolOpt) Use HA queues in RabbitMQ (x-ha-policy: all).
If you change this option, you must wipe the RabbitMQ
database.

rabbi t _host =1 ocal host

(StrOpt) The RabbitMQ broker address where a single
node is used.

rabbit _hosts =%$rabbit_host: $rabbit_port

(ListOpt) RabbitMQ HA cluster host:port pairs.

rabbit _| ogi n_net hod = AMQPLAI N

(StrOpt) The RabbitMQ login method.

rabbit_max_retries=0

(IntOpt) Maximum number of RabbitMQ connection re-
tries. Default is O (infinite retry count).

rabbi t _password =guest

(StrOpt) The RabbitMQ password.

rabbit _port =5672

(IntOpt) The RabbitMQ broker port where a single node is
used.

rabbit_retry_backoff =2

(IntOpt) How long to backoff for between retries when
connecting to RabbitMQ.

rabbit_retry_interval =1

(IntOpt) How frequently to retry connecting with Rabbit-
MQ.

rabbit _use_ssl =Fal se

(BoolOpt) Connect over SSL for RabbitMQ.

rabbit _userid=guest

(StrOpt) The RabbitMQ userid.

rabbit _virtual _host =/

(StrOpt) The RabbitMQ virtual host.

send_singl e_reply =Fal se

(BoolOpt) Send a single AMQP reply to call message. The
current behaviour since oslo-incubator is to send two
AMGQP replies - first one with the payload, a second one
to ensure the other have finish to send the payload. We
are going to remove it in the N release, but we must keep
backward compatible at the same time. This option pro-
vides such compatibility - it defaults to False in Liberty and
can be turned on for early adopters with a new installa-
tions or for testing. Please note, that this option will be re-
moved in the Mitaka release.

Table 1.31. Description of Qpid configuration options

Configuration option = Default value

‘ Description

[oslo_messaging_qgpid]

anmgp_aut o_del et e =Fal se

(BoolOpt) Auto-delete queues in AMQP.

amgp_dur abl e_queues =Fal se

(BoolOpt) Use durable queues in AMQP.

gpi d_heart beat =60

(IntOpt) Seconds between connection keepalive heart-
beats.

gpi d_host nane =1 ocal host

(StrOpt) Qpid broker hostname.

gpi d_host s =$qpi d_host nane: $qpi d_port

(ListOpt) Qpid HA cluster host:port pairs.

gpi d_password =

(StrOpt) Password for Qpid connection.

gpi d_port =5672

(IntOpt) Qpid broker port.

gpi d_protocol =tcp

(StrOpt) Transport to use, either ‘tcp' or 'ssl'.

gpi d_receiver_capacity=1

(IntOpt) The number of prefetched messages held by re-
ceiver.
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Configuration option = Default value Description
gpi d_sasl _nechani smns = (StrOpt) Space separated list of SASL mechanisms to use
for auth.
gpi d_t cp_nodel ay = True (BoolOpt) Whether to disable the Nagle algorithm.
gpi d_topol ogy_version=1 (IntOpt) The gpid topology version to use. Version 1 is

what was originally used by impl_gpid. Version 2 includes
some backwards-incompatible changes that allow bro-

ker federation to work. Users should update to version 2
when they are able to take everything down, as it requires
a clean break.

gpi d_user nane = (StrOpt) Username for Qpid connection.

send_singl e_reply =Fal se (BoolOpt) Send a single AMQP reply to call message. The
current behaviour since oslo-incubator is to send two
AMQP replies - first one with the payload, a second one
to ensure the other have finish to send the payload. We
are going to remove it in the N release, but we must keep
backward compatible at the same time. This option pro-
vides such compatibility - it defaults to False in Liberty and
can be turned on for early adopters with a new installa-
tions or for testing. Please note, that this option will be re-
moved in the Mitaka release.

Table 1.32. Description of SeaMicro configuration options

Configuration option = Default value ‘ Description

[seamicro]

action_tinmeout =10 (IntOpt) Seconds to wait for power action to be complet-
ed

max_retry=3 (IntOpt) Maximum retries for SeaMicro operations

Table 1.33. Description of SNMP configuration options

Configuration option = Default value ‘ Description

[snmp]

power _timeout =10 (IntOpt) Seconds to wait for power action to be complet-
ed

Table 1.34. Description of SSH configuration options

Configuration option = Default value ‘ Description
[ssh]
libvirt_uri =gemu:///system ‘(StrOpt) libvirt URI

Table 1.35. Description of swift configuration options

Configuration option = Default value ‘ Description

[swift]

swift_max_retries=2 (IntOpt) Maximum number of times to retry a Swift re-
quest, before failing.

Table 1.36. Description of VirtualBox configuration options

Configuration option = Default value ‘ Description

[virtualbox]

port =18083 ‘ (IntOpt) Port on which VirtualBox web service is listening.
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Table 1.37. Description of ZeroMQ configuration options

Configuration option = Default value

‘ Description

[DEFAULT]

rpc_zng_all _req_rep=True

(BoolOpt) Use REQ/REP pattern for all methods CALL/
CAST/FANOUT.

rpc_zng_bi nd_address =*

(StrOpt) ZeroMQ bind address. Should be a wildcard (*),
an ethernet interface, or IP. The "host" option should point
or resolve to this address.

rpc_zng_concurrency =event| et

(StrOpt) Type of concurrency used. Either "native" or
"eventlet"

rpc_zng_contexts=1

(IntOpt) Number of ZeroMQ contexts, defaults to 1.

rpc_zng_host =1 ocal host

(StrOpt) Name of this node. Must be a valid hostname,
FQDN, or IP address. Must match "host" option, if running
Nova.

rpc_zng_i pc_dir =/var/run/ openst ack

(StrOpt) Directory for holding IPC sockets.

rpc_zng_mat chmaker =redi s

(StrOpt) MatchMaker driver.

rpc_zny_t opi c_backl og =None

(IntOpt) Maximum number of ingress messages to locally
buffer per topic. Default is unlimited.

zng_use_broker =True

(BoolOpt) Shows whether zmg-messaging uses broker or
not.

New, updated, and deprecated options in Liberty

for Bare metal service

Table 1.38. New options

Option = default value
[DEFAULT] executor_thread_pool_size = 64

(Type) Help string
(IntOpt) Size of executor thread pool.

[DEFAULT] password =

(StrOpt) Password for Redis server (optional).

[DEFAULT] port = 6379

(IntOpt) Use this port to connect to redis host.

[DEFAULT] rpc_conn_pool_size = 30

(IntOpt) Size of RPC connection pool.

[DEFAULT] rpc_poll_timeout = 1

(IntOpt) The default number of seconds that poll should
wait. Poll raises timeout exception when timeout expired.

[DEFAULT] rpc_zmaq_all_req_rep = True

(BoolOpt) Use REQ/REP pattern for all methods CALL/
CAST/FANOUT.

[DEFAULT] rpc_zmg_concurrency = eventlet

(StrOpt) Type of concurrency used. Either "native" or
"eventlet"

[DEFAULT] watch_log_file = False

(BoolOpt) (Optional) Uses logging handler designed to
watch file system. When log file is moved or removed this
handler will open a new log file with specified path instan-
taneously. It makes sense only if log-file option is speci-
fied and Linux platform is used. This option is ignored if
log_config_append is set.

[DEFAULT] zmq_use_broker = True

(BoolOpt) Shows whether zmg-messaging uses broker or
not.

[agent] manage_agent_boot = True

(BoolOpt) Whether Ironic will manage booting of the
agent ramdisk. If set to False, you will need to configure
your mechanism to allow booting the agent ramdisk.

[agent] memory_consumed_by_agent =0

(IntOpt) The memory size in MiB consumed by agent
when it is booted on a bare metal node. This is used for
checking if the image can be downloaded and deployed
on the bare metal node after booting agent ramdisk. This
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Option = default value

(Type) Help string
may be set according to the memory consumed by the
agent ramdisk image.

[agent] post_deploy_get_power_state_retries = 6

(IntOpt) Number of times to retry getting power state to
check if bare metal node has been powered off after a
soft power off.

[agent] post_deploy_get_power_state_retry_interval =5

(IntOpt) Amount of time (in seconds) to wait between
polling power state after trigger soft poweroff.

[api] public_endpoint = None

(StrOpt) Public URL to use when building the links to the
API resources (for example, "https://ironic.rocks:6384").
If None the links will be built using the request's host
URL. If the API is operating behind a proxy, you will want
to change this to represent the proxy's URL. Defaults to
None.

[cimc] action_interval = 10

(IntOpt) Amount of time in seconds to wait in between
power operations

[cimc] max_retry = 6

(IntOpt) Number of times a power operation needs to be
retried

[cisco_ucs] action_interval =5

(IntOpt) Amount of time in seconds to wait in between
power operations

[cisco_ucs] max_retry = 6

(IntOpt) Number of times a power operation needs to be
retried

[conductor] clean_callback_timeout = 1800

(IntOpt) Timeout (seconds) to wait for a callback from the
ramdisk doing the cleaning. If the timeout is reached the
node will be put in the "clean failed" provision state. Set to
0 to disable timeout.

[cors] allow_credentials = True

(BoolOpt) Indicate that the actual request can include user
credentials

[cors] allow_headers = Content-Type, Cache-Control, Con-
tent-Language, Expires, Last-Modified, Pragma

(ListOpt) Indicate which header field names may be used
during the actual request.

[cors] allow_methods = GET, POST, PUT, DELETE, OPTIONS

(ListOpt) Indicate which methods can be used during the
actual request.

[cors] allowed_origin = None

(StrOpt) Indicate whether this resource may be shared
with the domain received in the requests "origin" header.

[cors] expose_headers = Content-Type, Cache-Control,
Content-Language, Expires, Last-Modified, Pragma

(ListOpt) Indicate which headers are safe to expose to the
API. Defaults to HTTP Simple Headers.

[cors] max_age = 3600

(IntOpt) Maximum cache age of CORS preflight requests.

[cors.subdomain] allow_credentials = True

(BoolOpt) Indicate that the actual request can include user
credentials

[cors.subdomain] allow_headers = Content-Type, Cache-
Control, Content-Language, Expires, Last-Modified, Prag-
ma

(ListOpt) Indicate which header field names may be used
during the actual request.

[cors.subdomain] allow_methods = GET, POST, PUT,
DELETE, OPTIONS

(ListOpt) Indicate which methods can be used during the
actual request.

[cors.subdomain] allowed_origin = None

(StrOpt) Indicate whether this resource may be shared
with the domain received in the requests "origin" header.

[cors.subdomain] expose_headers = Content-Type, Cache-
Control, Content-Language, Expires, Last-Modified, Prag-
ma

(ListOpt) Indicate which headers are safe to expose to the
API. Defaults to HTTP Simple Headers.

[cors.subdomain] max_age = 3600

(IntOpt) Maximum cache age of CORS preflight requests.

[deploy] erase_devices_iterations = 1

(IntOpt) Number of iterations to be run for erasing de-
vices.

[deploy] erase_devices_priority = None

(IntOpt) Priority to run in-band erase devices via the Ironic
Python Agent ramdisk. If unset, will use the priority set in
the ramdisk (defaults to 10 for the GenericHardwareMan-
ager). If set to 0, will not run during cleaning.
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Option = default value

[deploy] http_root = /httpboot

(Type) Help string
(StrOpt) ironic-conductor node's HTTP root path.

[deploy] http_url = None

(StrOpt) ironic-conductor node's HTTP server URL. Exam-
ple: http://192.1.2.3:8080

[drac] client_retry_count =5

(IntOpt) In case there is a communication failure, the
DRAC client is going to resend the request as many times
as defined in this setting.

[drac] client_retry_delay =5

(IntOpt) In case there is a communication failure, the
DRAC client is going to wait for as many seconds as de-
fined in this setting before resending the request.

[iboot] max_retry =3

(IntOpt) Maximum retries for iBoot operations

[iboot] retry_interval = 1

(IntOpt) Time between retry attempts for iBoot opera-
tions

[ilo] use_web_server_for_images = False

(BoolOpt) Set this to True to use http web server to host
floppy images and generated boot ISO. This requires
http_root and http_url to be configured in the [deploy]
section of the config file. If this is set to False, then Iron-
ic will use Swift to host the floppy images and generated
boot_iso.

[inspector] enabled = False

(BoolOpt) whether to enable inspection using ironic-in-
spector

[inspector] service_url = None

(StrOpt) ironic-inspector HTTP endpoint. If this is not set,
the ironic-inspector client default (http://127.0.0.1:5050)
will be used.

[inspector] status_check_period = 60

(IntOpt) period (in seconds) to check status of nodes on in-
spection

[irmc] remote_image_server = None

(StrOpt) IP of remote image server

[irmc] remote_image_share_name = share

(StrOpt) share name of remote_image_server

[irmc] remote_image_share_root =/
remote_image_share_root

(StrOpt) Ironic conductor node's "NFS" or "CIFS" root path

[irmc] remote_image_share_type = CIFS

(StrOpt) Share type of virtual media, either "NFS" or "CIFS"

[irmc] remote_image_user_domain =

(StrOpt) Domain name of remote_image_user_name

[irmc] remote_image_user_name = None

(StrOpt) User name of remote_image_server

[irmc] remote_image_user_password = None

(StrOpt) Password of remote_image_user_name

[keystone_authtoken] region_name = None

(StrOpt) The region in which the identity server can be
found.

[oslo_messaging_amqp] password =

(StrOpt) Password for message broker authentication

[oslo_messaging_amqp] sasl_config_dir =

(StrOpt) Path to directory that contains the SASL configu-
ration

[oslo_messaging_amqp] sasl_config_name =

(StrOpt) Name of configuration file (without .conf suffix)

[oslo_messaging_amqgp] sasl_mechanisms =

(StrOpt) Space separated list of acceptable SASL mecha-
nisms

[oslo_messaging_amqp] username =

(StrOpt) User name for message broker authentication

[oslo_messaging_gpid] send_single_reply = False

(BoolOpt) Send a single AMQP reply to call message. The
current behaviour since oslo-incubator is to send two
AMGQP replies - first one with the payload, a second one
to ensure the other has finished to send the payload. We
are going to remove it in the N release, but we must keep
backward compatible at the same time. This option pro-
vides such compatibility - it defaults to False in Liberty and
can be turned on for early adopters with new installations
or for testing. This option will be removed in the Mitaka
release.
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Option = default value

[oslo_messaging_rabbit] kombu_reconnect_timeout = 60

(Type) Help string

(IntOpt) How long to wait before considering a reconnect
attempt to have failed. This value should not be longer
than rpc_response_timeout.

[oslo_messaging_rabbit] send_single_reply = False

(BoolOpt) Send a single AMQP reply to call message. The
current behaviour since oslo-incubator is to send two
AMGQP replies - first one with the payload, a second one
to ensure the other has finished to send the payload. We
are going to remove it in the N release, but we must keep
backward compatible at the same time. This option pro-
vides such compatibility - it defaults to False in Liberty and
can be turned on for early adopters with new installations
or for testing. This option will be removed in the Mitaka
release.

[oslo_middleware] max_request_body_size = 114688

(IntOpt) The maximum body size for each request, in
bytes.

[oslo_middleware] secure_proxy_ssl_header = X-Forward-
ed-Proto

(StrOpt) The HTTP Header that will be used to determine
what the original request protocol scheme was, even if it
was hidden by an SSL termination proxy.

[oslo_versionedobjects] fatal_exception_format_errors =
False

(BoolOpt) Make exception message format errors fatal

Table 1.39. New default values

Option
[DEFAULT] default_log_levels

iso8601=WARN,

stevedore=WARN

Previous default value

amgp=WARN, amgplib=WARN,
boto=WARN, qpid=WARN,
sglalchemy=WARN, suds=INFO,
oslo.messaging=INFO,

requests.packages.urllib3.connectionpooteiisRiNyackages.urllib3.connectionpg
urllib3.connectionpool=WARN,
websocket=WARN,
keystonemiddleware=WARN,
routes.middleware=WARN,

New default value

amgp=WARN, amgplib=WARN,
boto=WARN, qpid=WARN,
sqlalchemy=WARN, suds=INFO,
oslo.messaging=INFO,
iso8601=WARN,

urllib3.connectionpool=WARN,
websocket=WARN,
requests.packages.urllib3.util.retry=WA
urllib3.util.retry=WARN,
keystonemiddleware=WARN,
routes.middleware=WARN,
stevedore=WARN, taskflow=WARN

[DEFAULT] logging_exception_prefix

%(asctime)s.%(msecs)03d %(process)d | %(asctime)s.%(msecs)03d %(process)d
TRACE %(name)s %(instance)s

ERROR %(name)s %(instance)s

heartbeat_timeout_threshold

[DEFAULT] rpc_zmqg_matchmaker local redis
[DEFAULT] tempdir None /tmp
[DEFAULT] use_syslog_rfc_format False True
[DEFAULT] verbose False True
[matchmaker_redis] password None

[oslo_messaging_rabbit] 0 60

Table 1.40. Deprecated options

ol=WARN,

RN,

Deprecated option

[agent] agent_pxe_append_params

New Option

None

[agent] agent_erase_devices_priority

[deploy] erase_devices_priority

[DEFAULT] rpc_thread_pool_size

[DEFAULT] executor_thread_pool_size

[DEFAULT] log_format None
[agent] agent_pxe_config_template None
[DEFAULT] use_syslog None
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Deprecated option

[agent] manage_tftp

New Option
[agent] manage_agent_boot
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2. Block Storage
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The OpenStack Block Storage service works with many different storage drivers that you
can configure by using these instructions.

Introduction to the Block Storage service

The OpenStack Block Storage service provides persistent block storage resources that Open-
Stack Compute instances can consume. This includes secondary attached storage similar

to the Amazon Elastic Block Storage (EBS) offering. In addition, you can write images to a
Block Storage device for Compute to use as a bootable persistent instance.

The Block Storage service differs slightly from the Amazon EBS offering. The Block Storage
service does not provide a shared storage solution like NFS. With the Block Storage service,
you can attach a device to only one instance.

The Block Storage service provides:

» ci nder - api . A WSGI app that authenticates and routes requests throughout the Block
Storage service. It supports the OpenStack APIs only, although there is a translation that
can be done through Compute's EC2 interface, which calls in to the Block Storage client.

e ci nder - schedul er. Schedules and routes requests to the appropriate volume service.
Depending upon your configuration, this may be simple round-robin scheduling to the
running volume services, or it can be more sophisticated through the use of the Filter
Scheduler. The Filter Scheduler is the default and enables filters on things like Capacity,
Availability Zone, Volume Types, and Capabilities as well as custom filters.

» ci nder - vol une. Manages Block Storage devices, specifically the back-end devices
themselves.

* ci nder - backup. Provides a means to back up a Block Storage volume to OpenStack
Object Storage (swift).

The Block Storage service contains the following components:

» Back-end Storage Devices. The Block Storage service requires some form of back-end
storage that the service is built on. The default implementation is to use LVM on a local
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volume group named "cinder-volumes." In addition to the base driver implementation,
the Block Storage service also provides the means to add support for other storage de-
vices to be utilized such as external Raid Arrays or other storage appliances. These back-
end storage devices may have custom block sizes when using KVM or QEMU as the hy-
pervisor.

* Users and Tenants (Projects). The Block Storage service can be used by many different
cloud computing consumers or customers (tenants on a shared system), using role-based
access assignments. Roles control the actions that a user is allowed to perform. In the
default configuration, most actions do not require a particular role, but this can be con-
figured by the system administrator in the appropriate pol i cy. j son file that main-
tains the rules. A user's access to particular volumes is limited by tenant, but the user
name and password are assigned per user. Key pairs granting access to a volume are en-
abled per user, but quotas to control resource consumption across available hardware re-
sources are per tenant.

For tenants, quota controls are available to limit:

¢ The number of volumes that can be created.

¢ The number of snapshots that can be created.

¢ The total number of GBs allowed per tenant (shared between snapshots and volumes).

You can revise the default quota values with the Block Storage CLI, so the limits placed
by quotas are editable by admin users.

Volumes, Snapshots, and Backups. The basic resources offered by the Block Storage ser-
vice are volumes and snapshots which are derived from volumes and volume backups:

* Volumes. Allocated block storage resources that can be attached to instances as sec-
ondary storage or they can be used as the root store to boot instances. Volumes are
persistent R/W block storage devices most commonly attached to the compute node
through iSCSI.

* Snapshots. A read-only point in time copy of a volume. The snapshot can be created
from a volume that is currently in use (through the use of - - f orce True) orin an
available state. The snapshot can then be used to create a new volume through create
from snapshot.

¢ Backups. An archived copy of a volume currently stored in OpenStack Object Storage
(swift).

Volume drivers

To use different volume drivers for the ci nder - vol une service, use the parameters de-
scribed in these sections.

The volume drivers are included in the Block Storage repository (https://git.openstack.org/
cgit/openstack/cinder/). To set a volume driver, use the vol une_dri ver flag. The default
is:

vol une_driver = cinder.volune.drivers.|vm LVMWol uneDri ver
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Blockbridge EPS

Introduction

Blockbridge is software that transforms commodity infrastructure into secure multi-ten-

ant storage that operates as a programmable service. It provides automatic encryption, se-
cure deletion, quality of service, replication, and programmable security capabilities on your
choice of hardware. Blockbridge uses micro-segmentation to provide isolation that allows
you to concurrently operate OpenStack, Docker, and bare-metal workflows on shared re-
sources. When used with OpenStack, isolated management domains are dynamically cre-
ated on a per-project basis. All volumes and clones, within and between projects, are auto-
matically cryptographically isolated and implement secure deletion.

Architecture reference

Figure 2.1. Blockbridge architecture

CINDER-VOLUME Blockbridge CINDER-API

| POOL A | { zone-a, qos=10k } Metadata
- Discovery NOVA-API

[POOLB | {zone-b, hdd, devel} ~ Query

o
| POOL X | {!zone-a, |zone-b} Multi-Tenant Delegated KEYSTONE

Attribute-Aware Authentication
Storage

Control paths

The Blockbridge driver is packaged with the core distribution of OpenStack. Operational-
ly, it executes in the context of the Block Storage service. The driver communicates with an
OpenStack-specific APl provided by the Blockbridge EPS platform. Blockbridge optionally
communicates with OpenStack Identity, Compute, and Block Storage services.

Block storage API

Blockbridge is API driven software-defined storage. The system implements a native HTTP
API that is tailored to the specific needs of OpenStack. Each Block Storage service operation
maps to a single back-end API request that provides ACID semantics. The API is specifical-

ly designed to reduce, if not eliminate, the possibility of inconsistencies between the Block
Storage service and external storage infrastructure in the event of hardware, software or

data center failure.

Extended management

OpenStack users may utilize Blockbridge interfaces to manage replication, auditing, statis-
tics, and performance information on a per-project and per-volume basis. In addition, they
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can manage low-level data security functions including verification of data authenticity and
encryption key delegation. Native integration with the Identity Service allows tenants to
use a single set of credentials. Integration with Block storage and Compute services pro-
vides dynamic metadata mapping when using Blockbridge management APIs and tools.

Attribute-based provisioning

Blockbridge organizes resources using descriptive identifiers called attributes. Attributes are
assigned by administrators of the infrastructure. They are used to describe the characteris-
tics of storage in an application-friendly way. Applications construct queries that describe
storage provisioning constraints and the Blockbridge storage stack assembles the resources

as described.

Any given instance of a Blockbridge volume driver specifies a query for resources.

For example, a query could specify ' +ssd +10. 0. 0. 0 +6ni nes - producti on

i ops. reserve=1000 capacity.reserve=30% . This query is satisfied by selecting
SSD resources, accessible on the 10.0.0.0 network, with high resiliency, for non-production
workloads, with guaranteed IOPS of 1000 and a storage reservation for 30% of the volume
capacity specified at create time. Queries and parameters are completely administrator de-
fined: they reflect the layout, resource, and organizational goals of a specific deployment.

Supported operations

Create, delete, clone, attach, and detach volumes

Create and delete volume snapshots

Create a volume from a snapshot

» Copy an image to a volume

Copy a volume to an image
e Extend a volume

¢ Get volume statistics

Supported protocols

Blockbridge provides iSCSI access to storage. A unique iSCSI data fabric is programmatical-
ly assembled when a volume is attached to an instance. A fabric is disassembled when a vol-
ume is detached from an instance. Each volume is an isolated SCSI device that supports per-

sistent reservations.
Configuration steps

Create an authentication token

Whenever possible, avoid using password-based authentication. Even if you have created a
role-restricted administrative user via Blockbridge, token-based authentication is preferred.
You can generate persistent authentication tokens using the Blockbridge command-line
tool as follows:
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$ bb -H bb-mm aut horization create --notes "QpenStack" --restrict none
Aut henticating to https://bb-m/ api

Enter user or access token: system
Password for system
Aut henti cated; token expires in 3599 seconds.

== Aut hori zati on: ATH4762894C40626410

not es OpensSt ack

seri al ATHA762894CA40626410

account system (ACT0762594C40626440)
user syst em ( USR1B62094C40626440)
enabl ed yes

created at 2015-10-24 22: 08: 48 +0000
access type onl i ne

token suffix xaKUy 3gw

restrict none

== Access Token
access token 1/ el vMN | MicLAaj | . .. 3ms3ULu2Kzf aMv6WBxaKUy 3gw

*** Renmenber to record your access token!

Create volume type

Before configuring and enabling the Blockbridge volume driver, register an OpenStack vol-
ume type and associate it with a vol ume_backend_nan®. In this example, a volume type,
'Production’, is associated with the vol une_backend_nane 'blockbridge_prod":

$ cinder type-create Production
$ cinder type-key Production vol une_backend_nane=bl ockbri dge_prod

Specify volume driver

Configure the Blockbridge volume driver in/ et ¢/ ci nder/ ci nder. conf. Your
vol unme_backend_nane must match the value specified in the cinder type-key command

in the previous step.

vol une_driver = cinder.volune.drivers. bl ockbri dge. Bl ockbri dgel SCSI Dri ver
vol une_backend_nanme = bl ockbri dge_prod

Specify APl endpoint and authentication

Configure the API endpoint and authentication. The following example uses an authentica-
tion token. You must create your own as described above.

bl ockbri dge_api _host = [ip or dns of managenent cluster]
bl ockbri dge_aut h_t oken = 1/ el vMN' | MicLAaj | . .. 3me3ULu2Kzf aMv6WBxaKUy 3gw

Specify resource query

By default, a single pool is configured (implied) with a default resource query of ' +open-
st ack' . Within Blockbridge, datastore resources that advertise the 'openstack’ attribute
will be selected to fulfill OpenStack provisioning requests. If you prefer a more specific
query, define a custom pool configuration.

bl ockbri dge_pool s = Production: +producti on +qos iops.reserve=5000
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Pools support storage systems that offer multiple classes of service. You may wish to config-
ure multiple pools to implement more sophisticated scheduling capabilities.

Configuration options

Table 2.1. Description of BlockBridge EPS volume driver configuration options

Configuration option = Default value ‘ Description

[DEFAULT]

bl ockbri dge_api _host =None (StrOpt) IP address/hostname of Blockbridge API.

bl ockbri dge_api _port =None (IntOpt) Override HTTPS port to connect to Blockbridge
APl server.

bl ockbri dge_aut h_passwor d = None (StrOpt) Blockbridge API password (for auth scheme 'pass-
word')

bl ockbri dge_aut h_schenme =t oken (StrOpt) Blockbridge API authentication scheme (token or
password)

bl ockbri dge_aut h_t oken = None (StrOpt) Blockbridge API token (for auth scheme 'token')

bl ockbri dge_aut h_user =None (StrOpt) Blockbridge API user (for auth scheme 'password')

bl ockbri dge_def aul t _pool =None (StrOpt) Default pool name if unspecified.

bl ockbri dge_pool s ={' OpenSt ack' : ' +open- (DictOpt) Defines the set of exposed pools and their asso-

stack'} ciated backend query strings

Configuration example
cinder.conf example file

[ Def aul t]
enabl ed_backends = bb_devel bb_prod

[ bb_prod]

vol une_driver = cinder.volune.drivers. bl ockbri dge. Bl ockbri dgel SCSI Dri ver
vol une_backend_nane = bl ockbri dge_prod

bl ockbri dge_api _host = [ip or dns of managenent cl uster]

bl ockbri dge_auth_t oken = 1/el vMN | MicLAaj | . .. 3ne3ULlu2Kzf aMv6WBxaKUy 3gw
bl ockbri dge_pool s = Producti on: +production +qos iops.reserve=5000

[ bb_devel ]

vol une_driver = cinder.volune.drivers. bl ockbri dge. Bl ockbri dgel SCSI Dri ver
vol une_backend_nane = bl ockbri dge_devel

bl ockbri dge_api _host = [ip or dns of managenent cluster]

bl ockbri dge_aut h_t oken = 1/el vMN | MricLAgj | . . . 3ns3ULu2Kzf aMv6V\BxaKUy 3gw
bl ockbri dge_pool s = Devel opnent: +devel opnent

Multiple volume types

Volume types are exposed to tenants, pools are not. To offer multiple classes of storage

to OpenStack tenants, you should define multiple volume types. Simply repeat the process
above for each desired type. Be sure to specify a unique vol une_backend_nane and
pool configuration for each type. The ci nder. conf example included with this documen-
tation illustrates configuration of multiple types.

Testing resources

Blockbridge is freely available for testing purposes and deploys in seconds as a Docker con-
tainer. This is the same container used to run continuous integration for OpenStack. For
more information visit www.blockbridge.io.
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Ceph RADOS Block Device (RBD)

If you use KVM or QEMU as your hypervisor, you can configure the Compute service to use
Ceph RADOS block devices (RBD) for volumes.

Ceph is a massively scalable, open source, distributed storage system. It is comprised of an
object store, block store, and a POSIX-compliant distributed file system. The platform can
auto-scale to the exabyte level and beyond. It runs on commodity hardware, is self-healing
and self-managing, and has no single point of failure. Ceph is in the Linux kernel and is inte-
grated with the OpenStack cloud operating system. Due to its open-source nature, you can
install and use this portable storage platform in public or private clouds.

Figure 2.2. Ceph architecture
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RADOS

Ceph is based on RADOS: Reliable Autonomic Distributed Object Store. RADQS distributes
objects across the storage cluster and replicates objects for fault tolerance. RADOS contains
the following major components:

* Object Storage Device (OSD) Daemon. The storage daemon for the RADOS service, which
interacts with the OSD (physical or logical storage unit for your data).

You must run this daemon on each server in your cluster. For each OSD, you can have an
associated hard drive disk. For performance purposes, pool your hard drive disk with raid
arrays, logical volume management (LVM), or B-tree file system (Bt r f s) pooling. By de-
fault, the following pools are created: data, metadata, and RBD.

» Meta-Data Server (MDS). Stores metadata. MDSs build a POSIX file system on top of ob-
jects for Ceph clients. However, if you do not use the Ceph file system, you do not need a
metadata server.

* Monitor (MON). A lightweight daemon that handles all communications with external
applications and clients. It also provides a consensus for distributed decision making in a
Ceph/RADOS cluster. For instance, when you mount a Ceph shared on a client, you point
to the address of a MOON server. It checks the state and the consistency of the data. In an
ideal setup, you must run at least three ceph- non daemons on separate servers.

35


http://ceph.com/ceph-storage/block-storage/
http://ceph.com/ceph-storage/block-storage/

- Liberty - Liberty - Liberty - Liberty - Liberty - Liberty - Liberty - Liberty - Liberty - Liberty - L

OpenStack Configuration Refer- November 24, 2016 liberty
ence

Ceph developers recommend XFS for production deployments, Bt r f s for testing, develop-
ment, and any non-critical deployments. Btrfs has the correct feature set and roadmap to
serve Ceph in the long-term, but XFS and ext4 provide the necessary stability for today’s de-

ployments.

3 Note
If using Bt r f s, ensure that you use the correct version (see Ceph Dependen-
cies).

For more information about usable file systems, see ceph.com/ceph-stor-
age/file-system/.

Ways to store, use, and expose data
To store and access your data, you can use the following storage systems:
* RADOS. Use as an object, default storage mechanism.

* RBD. Use as a block device. The Linux kernel RBD (RADOS block device) driver allows
striping a Linux block device over multiple distributed object store data objects. It is com-

patible with the KVM RBD image.
» CephFS. Use as a file, POSIX-compliant file system.
Ceph exposes RADOS; you can access it through the following interfaces:

* RADOS Gateway. OpenStack Object Storage and Amazon-S3 compatible RESTful inter-
face (see RADOS_Gateway).

* librados, and its related C/C++ bindings.

* RBD and QEMU-RBD. Linux kernel and QEMU block devices that stripe data across multi-
ple objects.

Driver options

The following table contains the configuration options supported by the Ceph RADOS
Block Device driver.

S Deprecation notice

The vol ume_t np_di r option has been deprecated and replaced by
i mage_conversion_dir.

Table 2.2. Description of Ceph storage configuration options

Configuration option = Default value ‘ Description
[DEFAULT]
rados_connect _timeout =-1 (IntOpt) Timeout value (in seconds) used when connecting

to ceph cluster. If value < 0, no timeout is set and default
librados value is used.
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Configuration option = Default value Description
rados_connection_interval =5 (IntOpt) Interval value (in seconds) between connection
retries to ceph cluster.
rados_connection_retries=3 (IntOpt) Number of retries if connection to ceph cluster
failed.
rbd_ceph_conf = (StrOpt) Path to the ceph configuration file
rbd_cl ust er _name =ceph (StrOpt) The name of ceph cluster
rbd_fl atten_vol ume_from snapshot =Fal se (BoolOpt) Flatten volumes created from snapshots to re-
move dependency from volume to snapshot
rbd_max_cl one_depth=5 (IntOpt) Maximum number of nested volume clones
that are taken before a flatten occurs. Set to 0 to disable
cloning.
rbd_pool =rbd (StrOpt) The RADOS pool where rbd volumes are stored
rbd_secret _uui d =None (StrOpt) The libvirt uuid of the secret for the rbd_user vol-
umes
rbd_store_chunk_size=4 (IntOpt) Volumes will be chunked into objects of this size

(in megabytes).

rbd_user =None (StrOpt) The RADOS client name for accessing rbd volumes
- only set when using cephx authentication

vol ume_t np_di r =None (StrOpt) Directory where temporary image files are stored
when the volume driver does not write them directly to
the volume. Warning: this option is now deprecated,
please use image_conversion_dir instead.

Dell EqualLogic volume driver

The Dell EquallLogic volume driver interacts with configured EquallLogic arrays and supports
various operations.

Supported operations

* Create, delete, attach, and detach volumes.
* Create, list, and delete volume snapshots.

* Clone a volume.

The OpenStack Block Storage service supports:

* Multiple instances of Dell EqualLogic Groups or Dell EqualLogic Group Storage Pools and
multiple pools on a single array.

* Multiple instances of Dell EqualLogic Groups or Dell EqualLogic Group Storage Pools or
multiple pools on a single array.

The Dell EqualLogic volume driver's ability to access the EqualLogic Group is dependent up-
on the generic block storage driver's SSH settings in the / et ¢/ ci nder/ ci nder . conf file
(see the section called “Block Storage sample configuration files” [182] for reference).

Table 2.3. Description of Dell EqualLogic volume driver configuration options

Configuration option = Default value ‘ Description
[DEFAULT]
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Configuration option = Default value

Description

eql x_chap_Il ogi n=adm n

(StrOpt) Existing CHAP account name. Note that this op-
tion is deprecated in favour of "chap_username" as spec-
ified in cinder/volume/driver.py and will be removed in
next release.

eqgl x_chap_passwor d = passwor d

(StrOpt) Password for specified CHAP account name.
Note that this option is deprecated in favour of
"chap_password" as specified in cinder/volume/driver.py
and will be removed in the next release

egl x_cli_max_retries=5

(IntOpt) Maximum retry count for reconnection. Default is
5.

eql x_cli_tinmeout =30

(IntOpt) Timeout for the Group Manager cli command ex-
ecution. Default is 30. Note that this option is deprecated
in favour of "ssh_conn_timeout" as specified in cinder/vol-
ume/drivers/san/san.py and will be removed in M release.

eql x_gr oup_namne =gr oup-0

(StrOpt) Group name to use for creating volumes. Defaults
to "group-0".

eql x_pool =defaul t

(StrOpt) Pool in which volumes will be created. Defaults to
"default".

eql x_use_chap =Fal se

(BoolOpt) Use CHAP authentication for targets. Note that
this option is deprecated in favour of "use_chap_auth" as
specified in cinder/volume/driver.py and will be removed
in next release.

The following sample / et ¢/ ci nder/ ci nder . conf configuration lists the relevant set-
tings for a typical Block Storage service using a single Dell EqualLogic Group:

Example 2.1. Default (single-instance) configuration

[ DEFAULT]
#Requi red settings

vol une_driver = cinder.volune.drivers. eql x. Del | EQLSanl SCSI Dri ver

san_ip = | P_EQLX

san_| ogi n = SAN_UNAME
san_password = SAN _PW

eql x_group_nanme = EQLX GROUP
eql x_pool = EQLX POOL

#Opti onal settings

san_t hin_provi sion = true|fal se
eql x_use_chap = true|fal se

eql x_chap_l ogi n = EQLX_UNAME
eql x_chap_password = EQLX PW
eqlx_cli_max_retries =5
san_ssh_port = 22

ssh_conn_ti neout = 30
san_private_key = SAN_KEY_PATH
ssh_m n_pool _conn =1
ssh_max_pool _conn = 5

In this example, replace the following variables accordingly:

IP_EQLX

The IP address used to reach the Dell EqualLogic Group

through SSH. This field has no default value.

SAN_UNAME

The user name to login to the Group manager via SSH at

the san_i p. Default user name is gr padmi n.
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SAN_PW The corresponding password of SAN_UNAME. Not used
when san_pri vat e_key is set. Default password is
passwor d.
EQLX_GROUP The group to be used for a pool where the Block Storage
service will create volumes and snapshots. Default group
is gr oup- 0.
EQLX_POOL The pool where the Block Storage service will create vol-

umes and snapshots. Default pool is def aul t . This op-
tion cannot be used for multiple pools utilized by the
Block Storage service on a single Dell EqualLogic Group.

EQLX_UNAME The CHAP login account for each volume in a pool, if
eql x_use_chap is set tot r ue. Default account name is
chapadmi n.

EQLX_PW The corresponding password of EQLX UNANME. The de-

fault password is randomly generated in hexadecimal, so
you must set this password manually.

SAN_KEY_PATH (optional) The filename of the private key used for SSH authentica-
tion. This provides password-less login to the EqualLogic
Group. Not used when san_passwor d is set. There is no
default value.

In addition, enable thin provisioning for SAN volumes using the default
san_t hi n_provi si on = true setting.

Example 2.2. Multi back-end Dell EqualLogic configuration

The following example shows the typical configuration for a Block Storage service that uses
two Dell EqualLogic back ends:

enabl ed_backends = backendl, backend2
san_ssh_port = 22

ssh_conn_ti neout = 30

san_t hi n_provision = true

[ backendl]

vol une_driver = cinder.volune.drivers. eql x. Del | EQLSanl SCSI Dri ver
vol ume_backend_nanme = backendl

san_ip = | P_EQLX1

san_| ogi n = SAN_UNAME

san_password = SAN PW

eql x_group_nanme = EQLX_ GROUP

eql x_pool = EQLX POOL

[ backend2]

vol une_driver = cinder.volune.drivers. eql x. Del | EQLSanl SCSI Dri ver
vol une_backend_nane = backend2

san_ip = | P_EQLX2

san_|l ogi n = SAN_UNAME

san_password = SAN _PW

eql x_group_nanme = EQLX GROUP

eql x_pool = EQLX POOL
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In this example:

* Thin provisioning for SAN volumes is enabled (san_t hi n_pr ovi si on = true). Thisis
recommended when setting up Dell EqualLogic back ends.

» Each Dell EqualLogic back-end configuration ([ backendl1] and [ backend2] ) has
the same required settings as a single back-end configuration, with the addition of
vol umre_backend_nane.

* The san_ssh_port option is set to its default value, 22. This option sets the port used
for SSH.

* The ssh_conn_ti neout option is also set to its default value, 30. This option sets the
timeout in seconds for CLI commands over SSH.

* The | P_EQLX1 and | P_EQ_X2 refer to the IP addresses used to reach the Dell EqualLog-
ic Group of backendl and backend2 through SSH, respectively.

For information on configuring multiple back ends, see Configure a multiple-storage back
end.

Dell Storage Center Fibre Channel and iSCSI drivers

The Dell Storage Center volume driver interacts with configured Storage Center arrays.

The Dell Storage Center driver manages Storage Center arrays through Enterprise Manag-
er. Enterprise Manager connection settings and Storage Center options are defined in the
ci nder . conf file.

Prerequisite: Dell Enterprise Manager 2015 R1 or later must be used.

Supported operations
The Dell Storage Center volume driver provides the following Cinder volume operations:
* Create, delete, attach (map), and detach (unmap) volumes.
* Create, list, and delete volume snapshots.
* Create a volume from a snapshot.

» Copy an image to a volume.

Copy a volume to an image.
* Clone a volume.

e Extend a volume.

Extra spec options
Volume type extra specs can be used to select different Storage Profiles.

Storage Profiles control how Storage Center manages volume data. For a given volume, the
selected Storage Profile dictates which disk tier accepts initial writes, as well as how data
progression moves data between tiers to balance performance and cost. Predefined Stor-
age Profiles are the most effective way to manage data in Storage Center.
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By default, if no Storage Profile is specified in the volume extra specs, the default Storage
Profile for the user account configured for the Block Storage driver is used. The extra spec
key st or aget ype: st or agepr of i | e with the value of the name of the Storage Profile
on the Storage Center can be set to allow to use Storage Profiles other than the default.

For ease of use from the command line, spaces in Storage Profile names are ignored. As
an example, here is how to define two volume types using the Hi gh Priority and Low
Pri ority Storage Profiles:

$ cinder type-create "Col dVol uneType"

$ cinder type-key "Col dVol uneType" set storagetype:storageprofile=highpriority
$ cinder type-create "BronzeVol uneType"

$ cinder type-key "BronzeVol uneType" set storagetype:storageprofile=

lowpriority
iISCSI configuration

Use the following instructions to update the configuration file for iSCSI:

Example 2.3. Sample iSCSI Configuration

default _vol ume_type = delliscsi
enabl ed_backends = del | i scsi

[del I'i scsi]

# Nane to give this storage backend

vol une_backend_nane = del | i scsi

# The i SCSI driver to |oad

vol une_driver = cinder.volune.drivers.dell.dell_storagecenter_iscsi.
Del | St or ageCent er | SCSI Dri ver

# | P address of Enterprise Manager

san_ip = 172.23.8.101

# Enterprise Manager user nane

san_l ogin = Admin

# Enterprise Manager password
san_password = secret

# The Storage Center iSCSI |P address
iscsi_ip_address = 192. 168. 0. 20

# The Storage Center serial nunber to use
dell _sc_ssn = 64702

# ==Optional settings==

# The Enterprise Manager APl port

dell _sc_api _port = 3033

# Server folder to place new server definitions
del |l _sc_server folder = devstacksrv

# Vol ume folder to place created vol unes

del | _sc_vol une_f ol der = devst ackvol / G nder

# The i SCSI | P port

iscsi_port = 3260

Fibre Channel configuration
Use the following instructions to update the configuration file for fibre channel:

Example 2.4. Sample FC configuration

defaul t _volunme_type = dellfc
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enabl ed_backends = dellfc

[dell fc]

# Nane to give this storage backend

vol une_backend_nane = dellfc

# The FC driver to | oad

vol une_driver = cinder.volune.drivers.dell.dell_storagecenter_fc.
Del | St or ageCent er FCDr i ver

# | P address of Enterprise Manager

san_ip = 172.23.8.101

# Enterprise Manager user nane

san_l ogin = Admin

# Enterprise Manager password
san_password = secret

# The Storage Center serial nunmber to use
dell _sc_ssn = 64702

# Optional settings

# The Enterprise Manager APl port

dell _sc_api _port = 3033

# Server folder to place new server definitions
del| sc_server fol der = devstacksrv

# Vol ume folder to place created vol unes

del | _sc_vol une_f ol der = devst ackvol / G nder

Driver options

The following table contains the configuration options specific to the Dell Storage Center
volume driver.

Table 2.4. Description of Dell Storage Center volume driver configuration

options

Configuration option = Default value ‘ Description

[DEFAULT]

del | _sc_api _port =3033 (IntOpt) Dell API port

del | _sc_server_fol der =openst ack (StrOpt) Name of the server folder to use on the Storage
Center

del | _sc_ssn=64702 (IntOpt) Storage Center System Serial Number

del | _sc_verify_cert =Fal se (BoolOpt) Enable HTTPS SC certificate verification.

del | _sc_vol ume_f ol der =openst ack (StrOpt) Name of the volume folder to use on the Storage
Center

Dot Hill AssuredSAN Fibre Channel and iSCSI drivers

The Dot Hi | | FCDri ver and Dot Hi | I | SCSI Dri ver Cinder drivers allow Dot Hill arrays
to be used for block storage in OpenStack deployments.

System requirements
To use the Dot Hill drivers, the following are required:
* Dot Hill AssuredSAN array with:

* iSCSI or FC host interfaces
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* G22x firmware or later
* Appropriate licenses for the snapshot and copy volume features

* Network connectivity between the OpenStack host and the array management inter-
faces

e HTTPS or HTTP must be enabled on the array

Supported operations

* Create, delete, attach, and detach volumes.
* Create, list, and delete volume snapshots.

e Create a volume from a snapshot.

» Copy an image to a volume.

» Copy a volume to an image.

* Clone a volume.

» Extend a volume.

* Migrate a volume with back-end assistance.
* Retype a volume.

* Manage and unmanage a volume.

Configuring the array

1. Verify that the array can be managed via an HTTPS connection. HTTP can also be used
if dot hi | | _api _prot ocol =htt p is placed into the appropriate sections of the
ci nder. conf file.

Confirm that virtual pools A and B are present if you plan to use virtual pools for Open-
Stack storage.

If you plan to use vdisks instead of virtual pools, create or identify one or more vdisks
to be used for OpenStack storage; typically this will mean creating or setting aside one
disk group for each of the A and B controllers.

Edit the ci nder . conf file to define an storage backend entry for each storage pool
on the array that will be managed by OpenStack. Each entry consists of a unique
section name, surrounded by square brackets, followed by options specified in
key=val ue format.

* The dot hi | | _backend_nane value specifies the name of the storage pool or vdisk
on the array.

* The vol unme_backend_nane option value can be a unique value, if you wish to
be able to assign volumes to a specific storage pool on the array, or a name that's
shared among multiple storage pools to let the volume scheduler choose where new
volumes are allocated.
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* The rest of the options will be repeated for each storage pool in a given array: the
appropriate Cinder driver name; IP address or hostname of the array management
interface; the username and password of an array user account with nanage privi-
leges; and the iSCSI IP addresses for the array if using the iSCSI transport protocol.

In the examples below, two backends are defined, one for pool A and one for pool B,

and a common vol une_backend_nane is used so that a single volume type defini-
tion can be used to allocate volumes from both pools.

Example 2.5. iSCSI example backend entries

[ pool - a]

dot hi || _backend_nane = A

vol ume_backend_name = dothill-array

vol ume_dri ver = cinder.volune.drivers.dothill.dothill _iscsi.

Dot Hi | | | SCSI Dri ver
san_ip = 10.1.2.3
san_l ogi n = nanage

san_password = ! manage

dothill _iscsi_ips = 10.2.3.4,10.2.3.5

[ pool - b]

dot hil | _backend_nane = B

vol ume_backend_nanme = dothill-array

vol ume_driver = cinder.volune.drivers.dothill.dothill iscsi.

Dot Hi | | | SCSI Dri ver

san_ip = 10.1.2.3

san_|l ogi n = manage

san_password = ! manage

dothill _iscsi_ips = 10.2.3.4,10.2.3.5

Example 2.6. Fibre Channel example backend entries

[ pool - a]

dothill backend name = A

vol unme_backend_nane = dothill-array

vol une_driver = cinder.volune.drivers.dothill.dothill_fc.DotHilIlFCDriver

san_ip = 10.1.2.3
san_|l ogi n = nmanage

san_password = ! manage

[ pool - b]

dothill backend name = B

vol unme_backend_nane = dothill-array

vol une_driver = cinder.volune.drivers.dothill.dothill_fc.DotHillFCDriver

san_ip = 10.1.2.3
san_|l ogi n = nmanage
san_password = ! manage

If any vol unme_backend_nane value refers to a vdisk rather than a virtual pool, add
an additional statement dot hi | | _backend_t ype = | i near to that backend en-
try.

If HTTPS is not enabled in the array, include dot hi I | _api _protocol = httpin
each of the backend definitions.
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8.

If HTTPS is enabled, you can enable certificate verification with the op-
tiondothill _verify_certificate=True.You may also use the
dothill _verify_certificate_path parameter to specify the path to a
CA_BUNDLE file containing CAs other than those in the default list.

Modify the [ DEFAULT] section of the ci nder . conf file to add an

enabl ed_backends parameter specifying the backend entries you added, and a
def aul t _vol une_t ype parameter specifying the name of a volume type that you
will create in the next step.

Example 2.7. [DEFAULT] section changes
[ DEFAULT]
en.a-bl. ed_backends = pool - a, pool -b

defaul t _vol une_type = dothill

Create a new volume type for each distinct vol une_backend_nane val-
ue that you added to cinder.conf. The example below assumes that the same

vol une_backend_nane=dot hi | | - ar r ay option was specified in all of the entries,
and specifies that the volume type dot hi | | can be used to allocate volumes from any
of them.

Example 2.8. Creating a volume type

$cinder type-create dothill

$cinder type-key dothill set volume_backend nane=dothill-array

After modifying ci nder . conf, restart the ci nder - vol une service.

Driver-specific options

The following table contains the configuration options that are specific to the Dot Hill
drivers.

Table 2.5. Description of Dot Hill volume driver configuration options

Configuration option = Default value ‘ Description

[DEFAULT]

dot hi | | _api _protocol =https (StrOpt) DotHill APl interface protocol.

dot hi I | _backend_nane =A (StrOpt) Pool or Vdisk name to use for volume creation.

dot hi | | _backend_type =virtual (StrOpt) linear (for Vdisk) or virtual (for Pool).

dothill_iscsi_ips= (ListOpt) List of comma-separated target iSCSI IP address-
es.

dothill _verify_certificate=Fal se (BoolOpt) Whether to verify DotHill array SSL certificate.

dothill _verify certificate_path=None (StrOpt) DotHill array SSL certificate path.

EMC ScalelO Block Storage driver configuration

ScalelQ is a software-only solution that uses existing servers' local disks and LAN to create a
virtual SAN that has all of the benefits of external storage but at a fraction of the cost and
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complexity. Using the driver, OpenStack Block Storage hosts can connect to a ScalelO Stor-
age cluster.

This section explains how to configure and connect an OpenStack block storage host to a
ScalelO storage cluster.

Support matrix
* ScalelO: Version 1.32

* ScalelO: Version 2.0

ScalelO QoS support

The ScalelO Block Storage driver allows limiting the IOPS and bandwidth that one SDC gen-
erates for a volume.

Add the following keys to the volume type to set the SDC's limits for volume of this type:
e sio:iops_limnt -limits the volume IOPS. Must be larger than 10.

* si0: bandwi dt h_limt -limits the volume network bandwidth. The bandwidth is in
KB per second.

Since the limits are per SDC, they will be applied after the volume is attached to an in-
stance, and thus to a compute node/SDC.

ScalelO thin provisioning support

The Block Storage driver supports creation of thin provisioned volumes, in addition to thick
provisioning.

The provisioning type settings should be added as an extra specification of the volume
type, as follows:

si 0: provi si oni ng_type=t hin\thick
If the provisioning type is not specified, the default value of thick will be used.
Supported operations

Create, delete, clone, attach, and detach volumes

Create and delete volume snapshots

Create a volume from a snapshot

» Copy an image to a volume
» Copy a volume to an image

e Extend a volume
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* Get volume statistics

ScalelO Block Storage driver configuration

Edit the ci nder . conf file by adding the configuration below under the [ DEFAULT] sec-
tion of the file in case of a single back end or under a separate section in case of multiple
back ends (for example [ScalelO]). The configuration file is usually located under the follow-
ing path/ et ¢/ ci nder/ ci nder. conf.

For a configuration example, refer to the configuration example.

ScalelO driver name
Configure the driver name by adding the following parameter:

vol ure_driver = cinder.volune.drivers. ent. scal ei 0. Scal el ODri ver

ScalelO MDM server IP

The ScalelO Meta Data Manager monitors and maintains the available resources and per-
missions.

To retrieve the MDM server IP, use the drv_cfg —query_mdms CLI command.

Configure the MDM server IP by adding the following parameter: san_i p = Scal el O
GATEWAY | P

ScalelO protection domain name

ScalelO allows multiple protection domains (groups of SDSs that provide backup for each
other).

To retrieve the available protection domains, use the scli —query_all and search for the pro-
tection domains section.

Configure the protection domain for newly created volumes by adding the following pa-
rameter: si o_pr ot ecti on_domai n_nane = Scal el O Protection Domain

ScalelO storage pool name
A ScalelO storage pool is a set of physical devices in a protection domain.

To retrieve the available storage pools, use the scli —query_all and search for available stor-
age pools.

Configure the storage pool for newly created volumes by adding the following parameter:
si o_storage_pool _nane = Scal el O Storage Pool

ScalelO storage pools

Multiple storage pools and protection domains can be listed for use by the virtual ma-
chines.
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To retrieve the available storage pools, use the scli —query_all and search for available stor-
age pools.

Configure the available storage pools by adding the following parameter:
si 0o_storage _pools = Conma separated |ist of protection
domai n: st orage pool nane

ScalelO user credentials

OpenStack Block Storage requires a ScalelO user with administrative privileges. ScalelO rec-
ommends creating a dedicated OpenStack user account that holds an administrative user

role.

Refer to the ScalelO User Guide for details on user account management
Configure the user credentials by adding the following parameters:
san_l ogin = Scal el O user nane

san_password = Scal el O password

Multiple back ends

Configuring multiple storage back ends enables you to create several back-end storage so-
lutions that serve the same OpenStack Compute resources.

When a volume is created, the scheduler selects the appropriate back end to handle the re-
quest, according to the specified volume type.

Restarting OpenStack Block Storage

Save theci nder . conf file and restart cinder by running the following command:

$ openst ack-service restart cinder-vol une

Configuration example

cinder.conf example file

You can update the ci nder . conf file by editing the necessary parameters as follows:

[ Def aul t]
enabl ed_backends = scal ei o

[ scal ei 0]

vol une_driver = cinder.vol une.drivers. ent. scal ei 0. Scal el ODri ver
vol une_backend_nane = scal ei o

san_ip = GATEWAY_I P

si o_protection_donai n_nane = Defaul t_donain

si o_storage_pool _nane = Defaul t_pool

si o_storage_pool s = Donmi nl: Pool 1, Domai n2: Pool 2

san_|l ogin = SI O _USER

san_password = S| O PASSWD
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Configuration options

The ScalelO driver supports these configuration options:

Table 2.6. Description of EMC SIO volume driver configuration options

Configuration option = Default value ‘ Description

[DEFAULT]

sio_force_del ete =Fal se (BoolOpt) Whether to allow force delete.

si o_protection_domai n_i d=None (StrOpt) Protection domain id.

si o_protection_domai n_nane =None (StrOpt) Protection domain name.
sio_rest_server_port =443 (StrOpt) REST server port.

si o_round_vol une_capacity =True (BoolOpt) Whether to round volume capacity.
sio_server_certificate_path=None (StrOpt) Server certificate path.

si o_storage_pool _i d=None (StrOpt) Storage pool id.

si o_st orage_pool _nane = None (StrOpt) Storage pool name.

si o_storage_pool s =None (StrOpt) Storage pools.

si o_unmap_vol ume_bef ore_del eti on =Fal se (BoolOpt) Whether to unmap volume before deletion.
sio_verify_server_certificate=Fal se (BoolOpt) Whether to verify server certificate.

EMC VMAX iSCSI and FC drivers

The EMC VMAX drivers, EMCVMAXI SCSI Dr i ver and EMCVMAXFCDx i ver, support the use
of EMC VMAX storage arrays under OpenStack Block Storage. They both provide equiva-
lent functions and differ only in support for their respective host attachment methods.

The drivers perform volume operations by communicating with the backend VMAX stor-
age. It uses a CIM client in Python called PyWBEM to perform CIM operations over HTTP.

The EMC CIM Object Manager (ECOM) is packaged with the EMC SMI-S provider. It is a CIM
server that enables CIM clients to perform CIM operations over HTTP by using SMI-S in the
back-end for VMAX storage operations.

The EMC SMI-S Provider supports the SNIA Storage Management Initiative (SMI), an ANSI
standard for storage management. It supports the VMAX storage system.

System requirements

EMC SMI-S Provider V4.6.2.8 and higher is required. You can download SMI-S from the
EMC's support web site (login is required). See the EMC SMI-S Provider release notes for in-
stallation instructions.

EMC storage VMAX Family is supported.
Supported operations

VMAX drivers support these operations:

» Create, delete, attach, and detach volumes.
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Create, list, and delete volume snapshots.
Copy an image to a volume.
Copy a volume to an image.

Clone a volume.

* Extend a volume.

* Retype a volume.

* Create a volume from a snapshot.

VMAX drivers also support the following features:

* FAST automated storage tiering policy.

* Dynamic masking view creation.

* Striped volume creation.

Set up the VMAX drivers

Procedure 2.1. To set up the EMC VMAX drivers

1.

Install the python-pywbem package for your distribution. See the section called “Install
the python-pywbem package” [50].

Download SMI-S from PowerLink and install it. Add your VMAX arrays to SMI-S.

For information, see the section called “Set up SMI-S” [51] and the SMI-S release
notes.

Change configuration files. See the section called “ci nder . conf
configuration file” [51] and the section called
“ci nder _ent_confi g_CONF_GROUP_I SCSI . xm  configuration file” [52].

Configure connectivity. For FC driver, see the section called “FC Zoning with
VMAX" [53]. For iSCSI driver, see the section called “iSCSI with VMAX" [53].

Install the python-pywbem package

Install the python-pywbem package for your distribution, as follows:

e On Ubuntu:

# apt-get install python-pywbem
* On openSUSE:
# zypper install python-pywbem

* On Red Hat Enterprise Linux, CentOS, and Fedora:
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# yuminstall pywbem

Set up SMI-S

ci nder.

You can install SMI-S on a non-OpenStack host. Supported platforms include different fla-
vors of Windows, Red Hat, and SUSE Linux. SMI-S can be installed on a physical server or a
VM hosted by an ESX server. Note that the supported hypervisor for a VM running SMI-S

is ESX only. See the EMC SMI-S Provider release notes for more information on supported
platforms and installation instructions.

3 Note
You must discover storage arrays on the SMI-S server before you can use the
VMAX drivers. Follow instructions in the SMI-S release notes.

SMI-S is usually installed at / opt / enc/ ECI M ECOM bi n on Linux and C: \ Pr ogr am
Fi | es\ EMC\ ECI M ECOM bi n on Windows. After you install and configure SMI-S, go to
that directory and type TestSmiProvider.exe.

Use addsys in TestSmiProvider.exe to add an array. Use dv and examine the output after
the array is added. Make sure that the arrays are recognized by the SMI-S server before us-
ing the EMC VMAX drivers.

conf configuration file
Make the following changes in/ et ¢/ ci nder/ ci nder. conf.

Add the following entries, where 10. 10. 61. 45 is the IP address of the VMAX iSCSI target:

enabl ed_backends = CONF_GROUP_| SCSI, CONF_GROUP_FC

[ CONF_GROUP_I SCsl ]

i scsi_i p_address = 10.10. 61. 45

vol une_driver = cinder.volune.drivers. ent. enc_vmax_i scsi . EMCVMAXI SCSI Dri ver
cinder_ent_config file = /etc/cinder/cinder_ent_config_CONF_GROUP_I SCSI . xm
vol une_backend_nane=I| SCSI _backend

[ CONF_GROUP_FC]

vol une_driver = cinder.volune.drivers. ent. enc_vmax_f c. EMCVMAXFCDx i ver
cinder _enc_config_file = /etc/cinder/cinder_enc_config_CONF_GROUP_FC. xmi
vol une_backend_nanme=FC_backend

In this example, two backend configuration groups are enabled: CONF_GROUP_I| SCSI and
CONF_CGRQOUP_FC. Each configuration group has a section describing unique parameters
for connections, drivers, the volume_backend_name, and the name of the EMC-specific
configuration file containing additional settings. Note that the file name is in the format /
etc/cinder/cinder_ent_config [confG oup].xmn.

Once the ci nder . conf and EMGC-specific configuration files have been created, cinder
commands need to be issued in order to create and associate OpenStack volume types with
the declared volume_backend_names:

$ cinder type-create VMAX | SCSI

$ cinder type-key VMAX | SCSI set vol une_backend_nane=I SCSI _backend
$ cinder type-create VMAX FC

$ cinder type-key VMAX FC set vol une_backend_nane=FC _backend
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By issuing these commands, the Block Storage volume type VMAX | SCSI is associated with
the ISCSI_backend, and the type VMAX_FCis associated with the FC_backend.

Restart the ci nder - vol une service.

ci nder _ent_confi g CONF_GROUP_I SCSI . xm  configuration file

Createthe /etc/cinder/cinder_enc_config_CONF_GROUP_I SCSI . xm file. You
do not need to restart the service for this change.

Add the following lines to the XML file:

<?xm version="1.0" encodi ng="UTF-8" ?>
<EMC>

</

<EconServer| p>1. 1. 1. 1</ EconSer ver | p>
<EconSer ver Por t >00</ EconBer ver Por t >
<EcomUser Name>user 1</ EconmJser Nane>
<EcomnPasswor d>passwor d1</ EcomPasswor d>
<Port Groups>
<Por t Gr oup>0S- PORTGROUP1- PG</ Port G oup>
<Por t Gr oup>0S- PORTGROUP2- PG</ Por t G oup>
</ Port Gr oups>
<Array>111111111111</ Array>
<Pool >FC_GOLD1</ Pool >
<Fast Pol i cy>G0LD1</ Fast Pol i cy>
EM>

Where:

Econter ver | p and EconfSer ver Por t are the IP address and port number of the
ECOM server which is packaged with SMI-S.

EconmlJser Nane and EconPasswor d are credentials for the ECOM server.

Por t G oups supplies the names of VMAX port groups that have been pre-configured
to expose volumes managed by this backend. Each supplied port group should have suf-
ficient number and distribution of ports (across directors and switches) as to ensure ade-
quate bandwidth and failure protection for the volume connections. Por t G- oups can
contain one or more port groups of either iSCSI or FC ports. When a dynamic masking
view is created by the VMAX driver, the port group is chosen randomly from the Por t -
Gr oup list, to evenly distribute load across the set of groups provided. Make sure that
the Port Gr oups set contains either all FC or all iSCSI port groups (for a given backend),
as appropriate for the configured driver (iSCSI or FC).

The Ar r ay tag holds the unique VMAX array serial number.

The Pool tag holds the unique pool name within a given array. For backends not using
FAST automated tiering, the pool is a single pool that has been created by the adminis-
trator. For backends exposing FAST policy automated tiering, the pool is the bind pool to
be used with the FAST policy.

The Fast Pol i cy tag conveys the name of the FAST Policy to be used. By including this
tag, volumes managed by this backend are treated as under FAST control. Omitting the
Fast Pol i cy tag means FAST is not enabled on the provided storage pool.
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FC Zoning with VMAX

Zone Manager is recommended when using the VMAX FC driver, especially for larger con-
figurations where pre-zoning would be too complex and open-zoning would raise security

concerns.

iSCSI with VMAX

* Make sure the iscsi-initiator-utils package is installed on the host (use apt-get, zypper, or
yum, depending on Linux flavor).

* Verify host is able to ping VMAX iSCSI target ports.
VMAX masking view and group naming info

Masking view names

Masking views are dynamically created by the VMAX FC and iSCSI drivers using the follow-
ing naming conventions:

OS- [ short Host Nane] [ pool Nane] -1 - MW (for Masking Views using i SCSI)

OS- [ short Host Nane] [ pool Nane] - F- W (for Masking Vi ews using FC)

Initiator group names

For each host that is attached to VMAX volumes using the drivers, an initiator group is cre-
ated or re-used (per attachment type). All initiators of the appropriate type known for that
host are included in the group. At each new attach volume operation, the VMAX driver
retrieves the initiators (either WWNNs or IQNs) from OpenStack and adds or updates the
contents of the Initiator Group as required. Names are of the following format:

OS- [ short Host Nane] -1-1G (for i SCSI initiators)

OS-[short Host Nane] -F-1 G (for Fibre Channel initiators)

S Note
Hosts attaching to VMAX storage managed by the OpenStack environment
cannot also be attached to storage on the same VMAX not being managed by
OpenStack. This is due to limitations on VMAX Initiator Group membership.

FA port groups

VMAX array FA ports to be used in a new masking view are chosen from the list provided in
the EMC configuration file.

Storage group names

As volumes are attached to a host, they are either added to an existing storage group (if
it exists) or a new storage group is created and the volume is then added. Storage groups
contain volumes created from a pool (either single-pool or FAST-controlled), attached to a
single host, over a single connection type (iSCSI or FC). Names are formed:
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OS- [ short Host Nane] [ pool Nane] - | - SG (attached over i SCSI)

OS- [ short Host Nane] [ pool Nane] - F- SG (attached over Fi bre Channel)

Concatenated or striped volumes

In order to support later expansion of created volumes, the VMAX Block Storage drivers
create concatenated volumes as the default layout. If later expansion is not required, users
can opt to create striped volumes in order to optimize I/O performance.

Below is an example of how to create striped volumes. First, create a volume type. Then de-
fine the extra spec for the volume type st or aget ype: st ri pecount representing the
number of meta members in the striped volume. The example below means that each vol-
ume created under the Gol dSt ri ped volume type will be striped and made up of 4 meta

members.

$ cinder type-create Gol dStri ped
$ cinder type-key Col dStriped set vol ume_backend_nane=GOLD_BACKEND

$ cinder type-key Gol dStriped set storagetype:stripecount=4

EMC VNX driver

EMC VNX driver consists of EMCCLIISCSIDriver and EMCCLIFCDriver, and supports both iSC-
Sl and FC protocol. EMCCLI | SCSI Dri ver (VNXiSCSI driver) and EMCCLI FCDri ver (VNX
FC driver) are separately based on the | SCSI Dri ver and FCDr i ver defined in Block Stor-

age.

Overview

The VNX iSCSI driver and VNX FC driver perform the volume operations by executing Navi-
sphere CLI (NaviSecCLI) which is a command line interface used for management, diagnos-
tics, and reporting functions for VNX.

System requirements
* VNX Operational Environment for Block version 5.32 or higher.
* VNX Snapshot and Thin Provisioning license should be activated for VNX.

* Navisphere CLI v7.32 or higher is installed along with the driver.

Supported operations

Create, delete, attach, and detach volumes.

* Create, list, and delete volume snapshots.

Create a volume from a snapshot.

» Copy an image to a volume.

e Clone a volume.
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Extend a volume.

Migrate a volume.

Retype a volume.

Get volume statistics.

Create and delete consistency groups.

Create, list, and delete consistency group snapshots.
* Modify consistency groups.

* Efficient non-disruptive volume backup.

Preparation

This section contains instructions to prepare the Block Storage nodes to use the EMC VNX
driver. You install the Navisphere CLI, install the driver, ensure you have correct zoning con-
figurations, and register the driver.

Install Navisphere CLI

Navisphere CLI needs to be installed on all Block Storage nodes within an OpenStack de-
ployment. You need to download different versions for different platforms.

* For Ubuntu x64, DEB is available at EMC OpenStack Github.

* For all other variants of Linux, Navisphere CLI is available at Downloads for VNX2 Series
or Downloads for VNX1 Series.

» After installation, set the security level of Navisphere CLI to low:

$ /opt/ Navi spher e/ bi n/ navi seccli security -certificate -setlLevel |ow
Check array software

Make sure your have following software installed for certain features.

Table 2.7. Required software

Feature Software Required
All ThinProvisioning
All VNXSnapshots

FAST cache support

FASTCache

Create volume with type conpr essed

Compression

Create volume with type dedupl i cat ed

Deduplication

You can check the status of your array software in the "Software" page of "Storage System
Properties". Here is how it looks like.
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Figure 2.3. Installed software on VNX

APMO00143330785 - Storage System Propertie C=nren X

General || SP Cache | FAST Cache |5'3ftWEIFE| Environment | Encryption

- Packages

Mame 'Revision | Status
VNX-Block-Operating-Environment  [05.33.006.1.250
INTERNAL_USE_OMNLY-RALabHosts 05.33.006.1. Active
INTERMNAL_USE_OMLY-FEEAPIX 05.33.006.1. Active
INTERNAL USE_OMNLY-AutoFilot 05.33.006.1. Active
WNXSnapshots - Active
-UnisphereFile - Active
-UnisphereBlock - Active
-Unispherefnalyzer - Active
-Unisphere Active
-ThinProvisioning Active
-SANCopy Active
QDX Copy Active
-FASTCache Active
-FAST Active
-Dreduplication Active
-Compression Active

Commit Bevert

Cancel

Install EMC VNX driver

Both EMCCLI | SCSI Dri ver and EMCCLI FCDrx i ver are included in the Block Storage in-
staller package:

e enc_vnx_cli.py
e emc_cli _fc.py (for EMCCLI FCDri ver)

e enc_cli _iscsi.py (for EMCCLI | SCSI Dri ver)

Network configuration

For FC Driver, FC zoning is properly configured between hosts and VNX. Check the section
called “Register FC port with VNX" [68] for reference.
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For iSCSI Driver, make sure your VNX iSCSI port is accessible by your hosts. Check the section
called “Register iSCSI port with VNX" [69] for reference.

Youcanuseinitiator_auto_regi strati on=Tr ue configuration to avoid register the
ports manually. Please check the detail of the configuration in the section called “Backend
configuration” [57] for reference.

If you are trying to setup multipath, please refer to Multipath Setup in the section called
"Multipath setup” [65].

Backend configuration

Make the following changesin/ et ¢/ ci nder/ ci nder . conf file:

j I Note
Changes to your configuration won't take effect until your restart your cinder
service.

Minimum configuration

Here is a sample of minimum backend configuration. See following sections for the detail
of each option Replace EMCCLI FCDr i ver to EMCCLI | SCSI Dr i ver if your are using the
iSCSI driver.

[ DEFAULT]
enabl ed_backends = vnx_arrayl

[ vnx_arrayl]

san_i p = 10.10.72.41

san_l ogin = sysadm n

san_password = sysadnin

navi seccl i _path = /opt/ Navi spher e/ bi n/ navi seccl

vol une_dri ver =ci nder. vol une. dri vers. ent.enc_cli _fc. EMCCLI FCDri ver
initiator_auto_registrati on=True

Multi-backend configuration

Here is a sample of a multi-backend configuration. See following sections for the detail of
each option. Replace EMCCLI FCDx i ver to EMCCLI | SCSI Dr i ver if your are using the
iSCSI driver.

[ DEFAULT]
enabl ed_backends=backendA, backendB

[ backendA]

st orage_vnx_pool _nanes = Pool _01_SAS, Pool _02_FLASH

san_ip = 10.10.72.41

storage_vnx_security file dir = /etc/secfilel/arrayl

navi seccli _path = /opt/ Navi spher e/ bi n/ navi seccl i

vol une_dri ver =ci nder. vol une. dri vers. ent. enc_cli _fc. EMCCLI FCDri ver
initiator_auto_registrati on=True

[ backendB]

st orage_vnx_pool _nanes = Pool _02_SAS
san_ip = 10.10.26. 101

san_| ogi n = usernane

san_password = password
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navi seccli _path = /opt/Navi spher e/ bi n/ navi seccl i
vol urme_dri ver =ci nder. vol une. dri vers. ent.enc_cli _fc. EMCCLI FCDri ver
initiator_auto_registrati on=True

For more details on multi-backends, see OpenStack Cloud Administration Guide

Required configurations
IP of the VNX Storage Processors

Specify the SP A and SP B IP to connect.

san_ip = <IP of VNX Storage Processor A>
san_secondary_ip = <IP of VNX Storage Processor B>

VNX login credentials
There are two ways to specify the credentials.
» Use plain text username and password.

Supply for plain username and password as below.

san_l ogin = <VNX account with administrator role>
san_password = <password for VNX account >
storage_vnx_aut henti cati on_type = gl obal

Valid values for st or age_vnx_aut henti cati on_t ype are: gl obal (default), | ocal ,
| dap

* Use Security file

This approach avoids the plain text password in your cinder configuration file. Supply a se-
curity file as below:

storage_vnx_security file dir=<path to security file>

Please check Unisphere CLI user guide or the section called “Authenticate by security
file” [67] for how to create a security file.

Path to your Unisphere CLI

Specify the absolute path to your naviseccli.

navi seccli _path = /opt/Navi spher e/ bi n/ navi seccl i
Driver name

* For the FC Driver, add the following option:

vol une_dri ver =ci nder. vol une. dri vers. ent. enc_cli _fc. EMCCLI FCDri ver

* For iSCSI Driver, add following option:

vol une_dri ver =ci nder. vol une. dri vers. ent. enc_cli _iscsi.EMCCLI I SCSI Dri ver

Optional configurations

VNX pool names

Specify the list of pools to be managed, separated by ','. They should already exist in VNX.
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storage_vnx_pool nanes = pool 1, pool 2

If this value is not specified, all pools of the array will be used.

Initiator auto registration

Wheninitiator_auto_registrati on=True, the driver will automatically register ini-
tiators to all working target ports of the VNX array during volume attaching (The driver will
skip those initiators that have already been registered) if the optioni o_port _|i st is not
specified in cinder.conf.

If the user wants to register the initiators with some specific ports but not register with the
other ports, this functionality should be disabled.

When a comma-separated list is giventoi o_port _|i st, the driver will only register the
initiator to the ports specified in the list and only return target port(s) which belong to the
target portsinthei o_port _|i st instead of all target ports.

* Example for FC ports:

io_port list=a-1,B-3

a or Bis Storage Processor, number 1 and 3 are Port ID.
» Example for iSCSI ports:

io_port_list=a-1-0,B-3-0

a or Bis Storage Processor, the first numbers 1 and 3 are Port ID and the second number
0 is Virtual Port ID

3 Note
» Rather than de-registered, the registered ports will be simply bypassed what-
ever they are in 'io_port_list' or not.

* The driver will raise an exception if portsini o_port _|i st are not existed
in VNX during startup.

Force delete volumes in storage group

Some avai | abl e volumes may remain in storage group on the VNX array due to some
OpenStack timeout issue. But the VNX array do not allow the user to delete the volumes
which are in storage group. Option f or ce_del et e_I un_i n_st or agegr oup is intro-
duced to allow the user to delete the avai | abl e volumes in this tricky situation.

When f or ce_del et e_| un_i n_st or agegr oup=Tr ue in the back-end section, the driv-
er will move the volumes out of storage groups and then delete them if the user tries to
delete the volumes that remain in storage group on the VNX array.

The default value of f or ce_del et e_I un_i n_st or agegr oup is Fal se.

Over subscription in thin provisioning

Over subscription allows that the sum of all volumes' capacity (provisioned capacity) to be
larger than the pool's total capacity.
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max_over _subscri ption_rati ointhe back-end section is the ratio of provisioned ca-
pacity over total capacity.

The default value of max_over _subscri pti on_rati ois 20.0, which means the provi-
sioned capacity can not exceed the total capacity. If the value of this ratio is set larger than
1.0, the provisioned capacity can exceed the total capacity.

Storage group automatic deletion

For volume attaching, the driver has a storage group on VNX for each compute

node hosting the vm instances which are going to consume VNX Block Storage

(using compute node's hostname as storage group's name). All the volumes at-

tached to the VM instances in a compute node will be put into the storage group. If
destroy_enpty_storage_group=True, the driver will remove the empty stor-

age group after its last volume is detached. For data safety, it does not suggest to set
destroy_enpty_storage_group=True unless the VNX is exclusively managed by one
Block Storage node because consistent lock_path is required for operation synchronization
for this behavior.

Initiator auto deregistration

Enabling storage group automatic deletion is the precondition of this function. If
i nitiator_auto_deregi strati on=Tr ue is set, the driver will deregister all the initia-

tors of the host after its storage group is deleted.

FC SAN auto zoning

The EMC VNX FC driver supports FC SAN auto zoning when ZoneManager is configured.
Set zoni ng_node to f abri c in DEFAULT section to enable this feature. For ZoneManag-
er configuration, please refer to Block Storage official guide.

Volume number threshold

In VNX, there is a limitation on the number of pool volumes that can be created in the sys-
tem. When the limitation is reached, no more pool volumes can be created even if there is
remaining capacity in the storage pool. In other words, if the scheduler dispatches a volume
creation request to a back end that has free capacity but reaches the volume limitation, the

creation fails.

The default value of check_nax_pool | uns_t hreshol dis Fal se. When
check_nmax_pool _| uns_t hreshol d=Tr ue, the pool-based back end will check the lim-
it and will report 0 free capacity to the scheduler if the limit is reached. So the scheduler will
be able to skip this kind of pool-based back end that runs out of the pool volume number.

iSCSI initiators

i scsi_initiatorsisa dictionary of IP addresses of the iSCSI initiator ports on Open-
Stack Nova/Cinder nodes which want to connect to VNX via iSCSI. If this option is config-
ured, the driver will leverage this information to find an accessible iSCSI target portal for
the initiator when attaching volume. Otherwise, the iSCSI target portal will be chosen in a
relative random way.

This option is only valid for iSCSI driver.
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Here is an example. VNX will connect host 1 with 10. 0. 0. 1 and 10. 0. 0. 2. And it will
connect host 2 with 10. 0. 0. 3.

The key name (like host 1 in the example) should be the output of command host nane.

iscsi_initiators = {"host1":["10.0.0.1", "10.0.0.2"],"host2":["10.0.0.3"]}

Default timeout

Specify the timeout(minutes) for operations like LUN migration, LUN creation, etc. For ex-
ample, LUN migration is a typical long running operation, which depends on the LUN size
and the load of the array. An upper bound in the specific dep